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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaApaTHbIX cKobKkax B KOMaH,ﬂ,HOﬁ CTPOKe YKa3blBakoTCA Heobs3aTeNbHble
napameTpbl, HO UX BBO NpeaoCTaBaAET onpeaeneHHble A40NO/IHUTE/IbHbIE ONUNN.

{}

B purypHbix ckobKax B KOMaHZAHOM CTPOKE yKa3blBatoTca 06A3aTebHble NapaMeTpsbl.

«,»
«-»

[aHHble 3HaKK B ONUCaHNN KOMaHAbl UCMOb3YIOTCA AN YKa3aHMA AMana3oHoB.

«|»

[aHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HaYaeT «UANY.

«/»

ﬂ,aHHblﬁ 3HaK MNpu YyKasaHwuu 3HaYeHum nepemeHHbIX pa3genAaetr BO3MOXKHble
3Ha4yeHuA N 3Ha4YeHNA No YMOI4YaHUIO.

Kypcue Calibri

Kypcusom Calibri  ykasbiBaloTcA nepemeHHble WMAXM  NapameTpbl, KoTopble
HeobX0AMMO 3aMEHUTb COOTBETCTBYIOLLMM CIOBOM MM CTPOKOA.

MoayxcupHeiii Kypcue

MoNyXUPHbIM KYPCUBOM BblAENEHbI NPUMEYAHNA U NPeayNpeXKaeHNs.

<MonyxcupHolii
Kypcue>

MoNY>KMPHbIM KYPCUBOM B YI/10BbIX CKOBKaxX yKasblBalOTCA Ha3BaHWA KAaBuLW Ha
Knasumatype.

Courier New

MonyxunpHbim wpndptom Courier New 3anucaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua 1 npegynpexaeHus

MpumeyaHua coaeprKaT BaXKHYI0 MHPOPMaLMIO, COBETbI MAN PEKOMEHAaL N No
MCNO/1Ib30BaHMIO U HAaCTPOIKe YCTPOMCTBA.

NpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOPble MOryT HAaHECTU
’ Bpep, yCTPOICTBY MM YeNOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe ycTpoiictBa nam
norepe AaHHbIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server community public ro
snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHWE OBO3HAYEHUA

e iflndex — nHgekc nopTta;

MoxeT NpUHUMATD c/ieaytolmMe 3Ha4YeHUn:

1. KommyTaTopbl goctyna
Mogenb KommyTaTtopa UHpeKcebl
- MHAeKcbl 1-24 - fastethernet 1/0/1-24;
- nHaekKcbl 109-132 - fastethernet 2/0/1-24;
MES1024 - UHAeKcebl 217-240 - fastethernet 3/0/1-24;
MES1124 49-72 - gigabiteth t 1/0/1-24;
MES1124M - MHAEKcbl 49-72 - gigabitetherne -24;
MES1124MB - nHaeKcol 157-180 - gigabitethernet 2/0/1-24;
- MHAEeKcbl 256-288 - gigabitethernet 3/0/1-24;
MES2124 - MHaeKcbl 373-396 - gigabitethernet 4/0/1-24;
MES2124M
MES2124MB - MHAeKcbl 481-504 - gigabitethernet 5/0/1-24;
MES2124F - MHAeKcbl 589-612 - gigabitethernet 6/0/1-24;
- MHaeKcbl 697-720 - gigabitethernet 7/0/1-24;
MES2208P . .
- nHaeKcbl 805-828 - gigabitethernet 8/0/1-24;
MES2124P
- nHaekKcbl 1000-1015 - Port-Channel 1/0/1-16;
- HAaekcbl 100000-104095 - VLAN 1-4096.
2. KommyTaTopbl arperaumu

Mogaenb KommyTaTopa

UHpeKcenbl

MES3108
MES3108F
MES3116
MES3116F
MES3124
MES3124F
MES3124F rev.B

- MHAeKcbl 49-72 - gigabitethernet 1/0/1-24;

- nHaekKcbl 157-180 - gigabitethernet 2/0/1-24;

- MHAeKcbl 256-288 - gigabitethernet 3/0/1-24;

- MHAeKcbl 373-396 - gigabitethernet 4/0/1-24;

- MHAeKcbl 481-504 - gigabitethernet 5/0/1-24;

- MHaeKcbl 589-612 - gigabitethernet 6/0/1-24;

- MHAeKcbl 697-720 - gigabitethernet 7/0/1-24;

- MHAeKcbl 805-828 - gigabitethernet 8/0/1-24;

- nHaekcbl 105-108 - tengigabitethernet 1/0/1-4;
- nHaekKcbl 213-216 - tengigabitethernet 2/0/1-4;
- MHAeKcbl 321-324 - tengigabitethernet 3/0/1-4;
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- nHaeKcbl 429-432 - tengigabitethernet 4/0/1-4;
- uHaekKcbl 537-540 - tengigabitethernet 5/0/1-4;
- MHAEKCbl 645-648 - tengigabitethernet 6/0/1-4;
- MHAEKcbl 753-756 - tengigabitethernet 7/0/1-4;
- MHAeKcbl 861-864 - tengigabitethernet 8/0/1-4;
- uHAaeKcbl 1000-1023 - Port-Channel 1/0/1-24;

- nHAeKcbl 100000-104095 - VLAN 1-4096.

3. KommyTtatopbl ana UO/,

Mopgenb KommyTtaTopa

UHpeKcebl

MES5148
MES5248

- MHAeKcbl 1-48 - tengigabitethernet 1/0/1-48;

- MHAeKcbl 49-96 - tengigabitethernet 2/0/1-48;

- MHAeKcbl 97-144 - tengigabitethernet 3/0/1-48;
- MHAEeKcbl 145-192 - tengigabitethernet 4/0/1-48;
- uHAeKcbl 193-240 - tengigabitethernet 5/0/1-48;
- nHAeKcbl 241-288 - tengigabitethernet 6/0/1-48;
- nHaekKcbl 289-336 - tengigabitethernet 7/0/1-48;
- uHAeKcbl 337-384 - tengigabitethernet 8/0/1-48;
- MHAeKcbl 1000-1031 - Port-Channel 1/0/1-32;

- nHaekcbl 100000-104095 - VLAN 1-4096.

¢ index-of-rule — nHaekc npasuna B ACL. Bcerga kpaTeH 20! Ecam npu co3gaHnm npasun byayt
YKa3aHbl MHAEKCbI He KpaTHble 20, To noc/sie nepesarpy3kmM KOMMyTaTopa NOpPALKOBble HOMepa
npasun B ACL cTaHyT KpaTHbI 20;

e 3HaueHue nona N — B IP 1 MAC ACL ntoboe npaBuio 3aHMMAET OT O4HOro A0 3 nosel B
3aBUCUMOCTU OT €ro CTPYKTYpbI;

e |P address — IP-agpec ans ynpaBaeHUA KOMMYTaTOPOM;

B npuBeAEHHbIX B [OOKYMEHTE MpPUMMepax MCMNOAb3yeTca Caeayowmii

ynpasneHna: 192.168.1.30;

e ip address of tftp server — IP-agpec TFTP-cepBepa;

IP-appec ana

B npuBeaeHHbIX B AOKYMEHTE NpMMepax ucnosnb3yetca cneayrowmin IP-agpec TFTP-cepBepa:

192.168.1.1;

e community — cTpoka coobuiectsa (Naponb) 4na 4ocTyna no npotokoay SNMP;

B npuBeAeHHbIX B LOKYMEHTE NPUMEPax UCMOb3YIOTCA cieaytowme community:

private — npasa Ha 3anuchb (rw);
public — npaBa Ha yTeHue (ro).
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3 PABOTA C PANNIAMMU

3.1 CoxpaHeHue KOHgu2ypayuu

CoxpaHeHue KoOHgU2ypayuu 8 3Hep20He3a8UCUMYH MaMAMb

MIB: rlcopy.mib

Ucnonb3syembie Tabnuupl: riCopyEntry - 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep coxpaHeHUA KOHPUrypaumm B SHeproHesaBuCcCMMyIo NamaTb

KomaHpa CLI:
copy running-config startup-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

CoxpaHeHue KOHgu2ypauyuu 8 3Hep203a8uUcUMYy0 Namame U3 IHep2oHe3agucumol

MIB: rlcopy.mib

Ucnonbsyembie Tabnnupli: riCopyEntry - 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep coxpaHeHUA KOHPUrypauumn B 3Hepro3aBUCUMYIO NaMATb U3 SIHEProHe3aBUCUMO

Komanpga CLI:
copy startup-config running-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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3.2

YoaneHue KOH@uU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: rifile.mib

Ucnonb3ayembie Tabnuupl: riFileRowStatus - 1.3.6.1.4.1.89.96.2.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.96.2.1.6.102.108.97.115.104.58.47.47.115.116.97.114.116.117.
112.45.99.111.110.102.105.103 1 {destroy (6)}

MNpumep yaaneHus startup-config

KomaHpa CLI:
delete startup-config

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.96.2.1.6.102.108.97.115.104.58.47.47.115.116.97.114.116.117.
112.45.99.111.110.102.105.103 1 6

Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 sHepa2o3asucumoli namamu Ha TFTP-cepsep

MIB: rlcopy.mib

Ucnonb3syembie Tabnnupli: riCopyEntry - 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHua U3 running-config Ha TFTP-cepeep

Komanpga CLI:
copy running-config tftp://192.168.1.30/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \

1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep2o3asucumyro namams ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonb3yemble Tabauubl: riCopyEntry - 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHusa ¢ TFTP-cepeepa B running-config

KomaHpa CLI:
copy tftp://192.168.1.30/MES-config.cfg running-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgu2ypayuu u3 sHep2oHe3asucumol namamu Ha TFTP-cepsep

MIB: rlcopy.mib

Ucnonbsyembie Tabnnupli: riCopyEntry - 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHua us startup-config Ha TFTP-cepsep

KomaHpa CLI:
copy startup-config tftp://192.168.1.30/MES-config.cfg

KomaHga SNMP:
snmpset -v2c¢ -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: ¢aitn rlcopy.mib

Ucnonb3yemble Tabauubl: riCopyEntry - 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHua ¢ TFTP-cepeepa B startup-config

Komanga CLI:
copy tftp://192.168.1.30/MES-config.cfg startup-config

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

3.3 AemokoHgpuzypuposaHue Kommymamopda

BKaroyeHUe asmomamuyecKko20 KoHgu2ypuposaHusa, basupyrouwezoca Ha DHCP

MIB: radlan-dhcpcl-mib.mib

Ucnonb3ayembie Tabnuupi: riDhcpClOption67Enable - 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep BKAKOUEHUA aBTOMATHUYECKOro KOHPUrypuposaHusa, 6asmupytowieroca Ha DHCP

KomaHpa CLI:
boot host auto-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1

3.4 OG6HoeneHue npo2pammHo20 obecnevyeHusn

ObHosneHue Npo2pammHo20 obecrie4eHU KOMMymamopa

MIB: rlcopy.mib, RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayemble Tabnuubl: riCopyEntry - 1.3.6.1.4.1.89.87.2.1, rndActiveSoftwareFileAfterReset -
1.3.6.1.4.1.89.2.13.1.1.3
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MNpoxoaut B 2 3Tana:

1. 3arpy3Ka o6pasa MNO:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a "{ip address of tftp server}" \
1.3.6.1.4.1.89.87.2.1.6.1 s "{image name}" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {image (8)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

MNpumep 3arpy3ku firmware Ha flash kommyTtaTtopa

KomaHpa CLI:
copy tftp://192.168.1.30/mes2000 205 r318.ros image

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s " mes2000_ 205 r318.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 8 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

2. CmeHa aKkTuBHoOro obpasa MO KommyTaTopa:

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 {imagel(1l),image2(2)}

Mpumep ycTaHOBKM B KauecTse aKTMBHOro o6pasa image-1

Komanpga CLI:
boot system image-1

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 i 1

0O6HosneHue boot kKommymamopa

MIB: rlcopy.mib

Ucnonb3yemble Tabnuubl: r1CopyEntry - 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 s "{ip address of tftp server}" \
1.3.6.1.4.1.89.87.2.1.6.1 s "{boot image name}" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {boot (9)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep 3arpy3sku boot Ha flash kKommyTaTopa

KomaHpa CLI:
copy tftp://192.168.1.30/boot-0012.rfb boot

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \
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1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "boot-0012.rfb" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 9 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

[lepe3az2py3ka Kommymamopa

MIB: rimng.mib

Ucnonb3ayembie Tabnnupl: riIRebootDelay - 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.10.0 t {=3amepxka BpeMeHU Iepel nepe3arpys3Kou}

Mpumep nepesarpyskn KOMMYTaTOpa, OT/IOXKEHHOMU Ha 8 MUHYT

KomaHpa CLI:
reload in 8

KomaHaa SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

V Dns yKasaHMA MOMeHTaNbHO Nepesarpy3ku Tpebyertca yKasaTb 3HaueHue t=0.

[pocmomp obpasa 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syembie Tabnnupi: rndActiveSoftwareFile - 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep

Komanpga CLI:

show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

« 1. Bo3moOKHble BapuaHTbl: (1) — imagel, (2) — image2.

2. MocmoTpeTb akTUBHbLIN 06pa3 MO nocne nepesarpy3skn MOXKHO
B rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3
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[Mpocmomp 3az2pyxceHHbIX obpasos 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayemble Tabnnupl: rndimagelnfoTable - 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1

Mpumep npocmoTpa 3arpy»KeHHbix obpasos MO

KomaHpa CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

[Mpocmomp mekyuwieli sepcuu 10O Kommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syemble Tabnunupl: rndBrgVersion - 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep npocmoTpa TeKyLeit Bepcum MO KommyTaTopa

KomaHpa CLI:

show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

[Mpocmomp mekyuwiell 8epcuu Ha4asabHO20 3a2pY34YUKA

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3yemble Tabnuubl: rndBaseBootVersion - 1.3.6.1.4.1.89.2.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.10

Mpumep NnpocmoTpa TeKyLyeil BepcMM HauyaibHOro 3arpy3umnka

KomaHpa CLI:

show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.10
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[Mpocmomp mekyweti HW-sepcuu

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3syembie Tabnunupl: genGroupHWVersion - 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep npocmoTpa TeKyweit HW-Bepcum

KomaHpa CLI:
show version

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1
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4 YNPABNEHWUE CUCTEMOW

4.1 CucmemHsble pecypcol

[Mpocmomp cepuliHo20 HOMepa KOMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayemble Tabnunupl: riPhdUnitGenParamSerialNum - 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep npocmoTpa cepuitHOro Homepa KommyTtaTtopa

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Ipocmomp MaKcumasnbHO20 KoauYyecmaa tcam-npasun

MIB: rlsysmng.mib

Ucnonb3syemble Tabauubi: rlSysmngTcamAllocPoolSize - 1.3.6.1.4.1.89.204.1.1.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.6

Mpumep NPOCMOTPA MaKCUMaJIbHOTO KOJIMYecTBa tcam-npasun

KomaHpa CLI:

show system resources tcam

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.6

[Ipocmomp ucnonb3zyemo20 Koauyecmea tcam-npasun

MIB: rlsysmng.mib
Ucnonb3ayembie Tabnunupi: rISysmngTcamAllocinUseEntries - 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5

Mpumep npocmoTpa NCNOAb3yeMoro Koam4yecrsa tcam-npasun

Komanpga CLI:

show system resources tcam

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5
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[pocmomp uHopmMayuu o 3az2py3ke tcam

MIB: OBJECT-TYPE.mib

Ucnonb3ayemblie Tabnunupi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep npocmoTpa MHPopMmaLum o 3arpyske tcam

KomaHpa CLI:
show system tcam utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MaKcuUMasiIbHO20 KO/AUYEeCmaa Xocmos

MIB: rltuning.mib

Ucnonb3ayembie Tabanupi: rsMaxIpSFftEntries - 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep ana MES3124

KomaHpa CLI:

show system resources routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1

V Ha kKommyTtatopax cepun MES1000/MES2000 gaHHaa ¢yHKLMA annapaTHO He
' noaaepKuBaeTca.

[Ipocmomp UCnoab3yemo20 Koau4ecmeda Xxocmos

MIB: rifft.mib

Ucnonb3ayembie Tabnunupi: rlSysmngTcamAllocinUseEntries - 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.16.1.4.1.89.204.1.1.1.5.5.116.99.97.109.{ifindex}.1

Mpumep ana MES3124

KomaHpa CLI:

show system resources routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

V Ha kommyrtatopax cepuu MES1000/MES2000 pgaHHaa ¢yHKUMA annapaTHO He
' noaaep>KuBaercs.
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[Ipocmomp MaKcuMasabHO20 KoAUYecmaa Mmapuipymos

MIB: rltuning.mib

Ucnonbayembie Tabnunupl: rsMaxlpPrefixes - 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep ana MES3124

KomaHpa CLI:
show system resources routing

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

V Ha kommyrtatopax cepuu MES1000/MES2000 pgaHHaa ¢yHKUMA annapaTHO He
, noaaep:KMBaeTca.

[Ipocmomp UCroab3yemo20 Koau4ecmasa mapuwpymos

MIB: rlip.mib
Ucnonb3ayembie Tabnuupi: rlipTotalPrefixesNumber - 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep ana MES3124

KomaHpaa CLI:

show system resources routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25

V Ha kommyTtatopax cepun MES1000/MES2000 gaHHaa ¢yHKLMA annapaTHO He
, nogaepuBaerca.

[lpocmomp MmaKkcumanbHo20 Koauyecmeaa IP-uHnmepgeticos

MIB: rltuning.mib

Mcnonb3ayembie Tabnnupi: rsMaxlpinterfaces - 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep ana MES3124

Komanpga CLI:

show system resources routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1
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V Ha kommyrtatopax cepuu MES1000/MES2000 pgaHHaa ¢yHKUMA annapaTHO He

noapep)KuBaerca.

[Mpocmomp ucnonb3zyemo20 Konuyecmaa IP-uHmepgpelicos

MIB: rlip.mib
Ucnonb3syembie Tabnunupi: rlipAddressesNumber - 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep ana MES3124

KomaHpa CLI:
show system resources routing

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

V Ha kommyrtatopax cepuu MES1000/MES2000 pgaHHaa ¢yHKUMA annapaTHO He

nogaep>XuBaetca.

[Mpocmomp cucmemHoao MAC-adpeca KoMmmymamopda

MIB: riphysdescription.mib

Ucnonb3syemble Tabnunupl: riPhdStackMacAddr - 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep npocmoTpa cucremHoro MAC-aapeca KommyTtatopa

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7

[Tlpocmomp Uptime kommymamopa

MIB: SNMPv2-MIB

Ucnonbsyembie Tabnanupl: sysUpTime - 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

Mpumep npocmoTpa Uptime KommyTaTopa

Komanpga CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3
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[Tpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3ayembie Tabnnupl: sysUpTime - 1.3.6.1.2.1.1.3, ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmoTtpa Uptime nopra Gigabitethernet1/0/2

KomaHaa CLI:
show interface status Gigabitethernetl/0/2

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.50

/ M3 BbiBOga nepBoii KOMaHAbl HEO6XOAMMO OTHATb BbIBOA BTOPOW KOMaHAbI.
MonyuyeHHoe 3HaueHUe u byaet asnatbca Uptime nopra.

BKroyeHue cepsuca MOHUMOPUH2d, npuxodguie2o Ha CPU mpaguKa

MIB: rlsct.mib

Ucnonb3syembie Tabnunupl: riISctCpuRateEnabled - 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 i {true(l), false(2)}

Mpumep BKAOUEHUA CEPBUCA MOHUTOPUHTA, Nnpuxoaswero Ha CPU Tpaduka

KomaHpa CLI:

service cpu-input-rate

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.203.1.0 i 1

[lpocmomp cyemyukos U Kosauyecmsa obpabameisaemsix CPU 8 cekyHOy nakemos (o

munam mpaguka)

MIB: rlsct.mib

Ucnonb3ayembie Tabnunupl: rISctCpuRateTrafficTypeTable - 1.3.6.1.4.1.89.203.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.3.1.2.{rate in pps(2), packets count (3)}

Mpumep npocmoTtpa Koanvectea obpabatbiBaembix CPU B ceKyHAy NaKkeToB

KomaHpa CLI:
show cpu input-rate detailed

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.203.3.1.2
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/ 1. Mpuea3Ka UHOEKCo8 K munam mpaguka:

rICPUTypeHttp(2)
rICPUTypeTelnet(3)
rICPUTypeSsh(4)
rICPUTypeSnmp(5)
rICPUTypelp(6)
rICPUTypeArp(7)
rICPUTypeArpinspec(8)
rICPUTypeStp(9)
rICPUTypeleee(10)
rICPUTypeRouteUnknown(13)
rICPUTypelpHopByHop(14)
rICPUTypeMtuExceeded(15)
rICPUTypelpv4Multicast(16)
rICPUTypelpv6Multicast(17)
rICPUTypeDhcpSnooping(18)
rICPUTypelgmpSnooping(21)
rICPUTypeMIdSnooping(22)
rICPUTypeTtlExceeded(23)
rICPUTypelpvdlllegalAddress(24)
rICPUTypelpv4HeaderError(25)
rICPUTypelpDaMismatch(26)
rICPUTypeSflow(27)
rICPUTypeLogDenyAces(28)

2. Konuyecmeo obpabameisaemouix CPU 6 cekyHdy nakemos (no munam

mpacguka) MoxHo nocmompems 8:

rISctCpuRateTrafficTypeRate - 1.3.6.1.4.1.89.203.3.1.2
CueTumK no TMnam TpaduKa MOXKHO NOCMOTPETH B:
rISctCpuRateTrafficTypeCounter - 1.3.6.1.4.1.89.203.3.1.3

U3smeHeHue numumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonb3ayembie Tabnunupl: eltCPURateLimiterTable - 1.3.6.1.4.1.35265.1.23.1.773.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.2.{index} 1 {limiter value}

Mpumep ycTaHOBKM OrpaHnueHua snmp Tpaduka ana CPU B 512 pps

KomaHpa CLI:

service cpu-rate-limits snmp 512

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.2.4 1 512

/’ Criucok uHdekcos

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
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eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelLinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArplnspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypelLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)

MoHumopuHe 3a2py3ku CPU

MIB: rimng.mib

Ucnonbayemblie Tabauubi: rICpuUtilDuringlastSecond - 1.3.6.1.4.1.89.1.7, rICpuUtilDuringlLastMinute
-1.3.6.1.4.1.89.1.8, rICpuUtilDuringlLast5Minutes - 1.3.6.1.4.1.89.1.9.

e 3arpyska 3a nociegHux natb cekyHa: snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.7

e 3arpyska 3a 1 muHyTty: snmpwalk -v2c¢ -c <community> <IP address> 1.3.6.1.4.1.89.1.8

e 3arpyska 3a 5 muHyT: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.9

Mpumep npocmoTpa 3arpy3ku CPU 3a nocneaHUX NATb CEKYHA,

Komanpga CLI:

show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BkaryeHue MoHUmMopuHaa 3a2py3ku CPU no npoueccam

MIB: rimng.mib

Ucnonb3syembie Tabnunupli: riCpuTasksUtilEnable - 1.3.6.1.4.1.89.1.15

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.15.0 1 {true(l), false(2)}

Mpumep BKAOYEHUA MOHUTOPUHTIA 3arpy3ku CPU no npoueccam

KomaHpa CLI:

service tasksutilization

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.15.0 1 1
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MoHumopuHe 3aepy3ku CPU no npoyeccam

MIB: rimng.mib

Ucnonbayembie Tabnunupl: riCpuTasksUtilValuesEntry - 1.3.6.1.4.1.89.1.16.1.1

e 3arpyska3a 5 cekyHa: snmpwalk -v2c¢ -c <community> <IP address>1.3.6.1.4.1.89.1.16.1.1.3
e 3arpysKa3a 1 muHyTy: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.16.1.1.4
e 3arpyska3a 5 muHyT: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.16.1.1.5

Mpumep NnpocmoTpa 3arpy3Ku No npoueccam 3a nociegHune 5 cekyHp,

KomaHpaa CLI:
show tasks utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.89.1.16.1.1.3

Y

Mpueaska uHAeKcoes K npouyeccam

ROOT(0)
ROOT(1)
ROOT(2)
ROOT(3)
ROOT(4)
IDLE(5)
SYLG(6)
CDB(7)
SNMP(8)
SNPR(9)
DDFG(10)
CNLD(11)
I0TG(12)
IOUR(13)
10TM(14)
10D(15)
HDEB(16)
HOST(17)
WDHI(18)
WDLO(19)
TBI_(20)
BRMN(21)
TMNG(22)
COPY(23)
MROR(24)
SFTR(25)
SFMG(26)
HCLT(27)
EVLC(28)
SELC(29)
EVAU(30)
SEAU(31)
ESTC(32)
SSTC(33)

B_RS(42)
TRMT(43)
DACT(44)
SW2M(45)
exRX(46)
OAM(47)
3SMA(48)
3SWF(49)
3swQ(50)
POLI(51)
NTST(52)
NTPL(53)
L2HU(54)
L2PS(55)
L2SC(56)
LBDR(57)
SFSM(58)
NSCT(59)
L2UT(60)
BRGS(61)
FLNK(62)
FFTT(63)
KEYM(64)
IPAT(65)
IP6C(66)
IP6M(67)
RPTS(68)
ARPG(69)
IPG(70)
ICMP(71)
TFTP(72)
IPRD(73)
DNSC(74)
PNGA(75)

SSHP(84)
SSHU(85)
SNTP(86)
IGMP(87)
TUNT(88)
PTPT(89)
FTPM(90)
FTPD(91)
IPSL(92)
SQIN(93)
XMOD(94)
SOCK(95)
AAAT(96)
AATT(97)
SCPT(98)
BTPC(99)
SETX(100)
EVTX(101)
SERX(102)
EVRX(103)
HLTX(104)
LACP(105)
GRN_(106)
CFM(107)
BFD(108)
TRIG(109)
MACT(110)
TCPP(111)
DHCP(112)
IPMT(113)
MSCm(114)
STSA(115)
STSB(116)
STSC(117)
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PLCT(34) UDPR(76) STSD(118)
PLCR(35) VRRP(77) STSE(119)
SWTR(36) TRCE(78) STSF(120)
DSPT(37) SSLP(79) STSG(121)
OUIs(38) WBSR(80) STSH(122)
BOXS(39) GOAH(81) STSI(123)

BSNC(40) TNSR(82)

BOXM(41) TNSL(83)

[Mpocmomp obuwie2o obvema onepamusHol namamu

MIB: eltMesMemoryPoolMIB.mib

Ucnonb3zyemble Tabauubi: eltMemoryPoolSize - 1.3.6.1.4.1.35265.1.23.1.11.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.11.1.1.1.2.1

Mpumep npocmoTpa obwero o6bema onepaTMBHON NaMATH

KomaHpa CLI:

show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.11.1.1.1.2.1

[Mpocmomp c8obodH020 0bbema onepamusHol namamu

MIB: eltMesMemoryPoolMIB.mib

Ucnonb3syembie Tabnuupl: eltMemoryPoolFree - 1.3.6.1.4.1.35265.1.23.1.11.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.11.1.1.1.3.1

Mpumep npocmoTtpa cBo6oaHOro o6bema onepaTtMBHO NAMATH

KomaHpaa CLI:
show cpu utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.11.1.1.1.3.1

BKrroyeHuUe nodoepiKu ceepx0sauHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib
Mcnonb3syembie Tabnunupli: rlJumboFrames - 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 1 {enabled(l), disabled(2)}
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4.2

Mpumep BKAIOYEHUA NOAAEPKKUN CBEPXAJIUHHBIX KaapoB

KomaHaa CLI:
port jumbo-frame

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1

CucmemHsle napamempsi

KoHmponab cocmosHusa 6710K08 numaHus

MIB: riphysdescription.mib

Ucnonb3syembie Tabnuupl: riPhdUnitEnvParamTable - 1.3.6.1.4.1.89.53.15

e OcHOBHOWM 610K  nuTaHua: snmpwalk -v2c -c <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.2
e PesepBHbli 610K nuTaHma:  snmpwalk  -v2c  -c <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.3
Mpumep NnpocmoTpa COCTOAHMUA OCHOBHOIO 610Ka NUTaHUA
Komanga CLI:
show system
KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2
V 1. ns ocHoBHOro 610Ka NUTAaHUA BO3MOMHbI C/le4yloLiMe COCTOAHUA:
‘ normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)
2. [Ona pe3epBHOro 6710Kka NUTaHUA BO3MOXHbI C/leAyloLMe COCTOAHUA:
normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)
MoHumopuHe cmamyca AKb
MIB: eltEnv.mib
Ucnonb3syemblie Tabnunupl: rlEnvMonBatteryState — 1.3.6.1.4.1.35265.1.23.11.1.1.2
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.2
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Mpumep moHutopuHra cratyca AKb

KomaHaa CLI:
show system battery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.2

/ Bo3moXKHble cOCTOAHUA:

normal (1) — 6aTtapes 3apsaxeHa

warning (2) — 6arapes paspsxaerca

critical (3) — Hu3KuMi1 ypoBeHb 3apaaa 6atapeun

notPresent (5) — 6aTapes oTcyTcTByeT

notFunctioning (6) — aBapua pacuenuTens ToKa nuTaHuA 6atapeun
restore (7) — 6aTapes 3apsarKaerca

MoHumopuH2 yposHsa 3apada AKb

MIB: eltEnv.mib

Ucnonb3syembie Tabnnupl: rIEnvMonBatteryStatusCharge — 1.3.6.1.4.1.35265.1.23.11.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.3

Mpumep npocmoTpa yposHA 3apasa AKb

Komanga CLI:
show system battery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.3

KoHmposab cocmosAaHUA 8eHMUAAMopos

MIB: riphysdescription.mib
Ucnonb3syembie Tabnuupl: riPhdUnitEnvParamTable - 1.3.6.1.4.1.89.53.15

e BeHTtunatop 1: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.4
e BeHtunatop 2: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.5
e BeHTtunatop 3: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.6
e BeHTtunatop 4: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.7

Mpumep npocmoTpa cocTosHMA BeHTunaTopa 3 gna MIES3124

Komanpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

/ Bo3MOXKHbI cneaylowme COCTOAHUA:

normal (1)
notFunctioning (5)
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KoHmpoab nokasaHul memmnepamypHsix 0am4uKo8s

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnuupl: riPhdUnitEnvParamTable - 1.3.6.1.4.1.89.53.15

e TemnepatypHbit  gatuMk 1: snmpwalk -v2c -¢ <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.9

e TemnepaTypHbit  gatuMk  2:  snmpwalk -v2c¢  -¢c  <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.12

e TemnepaTypHbit  gatumk  3:  snmpwalk -v2c¢  -¢c  <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.14

Mpumep npocmoTpa Temnepartypbl gatumka 3 gna MES3124

KomaHpa CLI:

show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.14

' 1. Ana MES5000 mMOHUTOPUHI TeMmnepaTypHbIX AaTYMKOB nposoauTtca 8 OID

V 1.3.6.1.4.1.89.83.2.1.1.1.4.68420481 — 1 patumnK
1.3.6.1.4.1.89.83.2.1.1.1.4.68420482 — 2 pat4umnK
1.3.6.1.4.1.89.83.2.1.1.1.4.68420483 — 3 patumnK
1.3.6.1.4.1.89.83.2.1.1.1.4.68420484 — 4 patumnK

Cratycbl TemnepaTtypHbIX gaTtynMkoB ana MES5248:
1.3.6.1.4.1.89.83.2.1.1.1.5.68420481 — 1 aatumK
1.3.6.1.4.1.89.83.2.1.1.1.5.68420482 — 2 patumK
1.3.6.1.4.1.89.83.2.1.1.1.5.68420483 — 3 paatumK
1.3.6.1.4.1.89.83.2.1.1.1.5.68420484 — 4 patumK

Bo3MOXHble 3HaYeHUA:
enuml=1,0k
enum2=2,unavailable
enum3=3,nonoperational

2. B kommyTartopax gocryna MES1000/MES2000 ycTaHOBAEH TONIbKO OAUH
TemnepaTypHbIA AaTumnK, umerowmii OID 1.3.6.1.4.1.89.53.15.1.9

KoHmposab cocmosaHua memnepamypHbix 0am4uKos

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnuupli: riPhdUnitEnvParamTable - 1.3.6.1.4.1.89.53.15

e TemnepaTtypHbit  gatumk 1: snmpwalk -v2¢  -¢c  <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.10

e TemnepaTypHbit  gatuMk  2:  snmpwalk -v2¢  -¢c  <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.13

e TemnepatypHbit  pgatuMk  3:  snmpwalk -v2c -¢ <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.15
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4.3

Mpumep NpocMmoTpa COCTOAHMA TEMNepaTypHOro AaTtynka 3

KomaHaa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.15

7 1. CocToAHMA TemnepaTypPHbIX AaTYUKOB:

ok (1)
unavailable (2)
nonoperational (3)

2. MpocmoTp COCTOAHUA TeMNEepPaTYPHbIX gaTtumK ana MES5000:

1.3.6.1.4.1.89.83.2.1.1.1.5.68420481
1.3.6.1.4.1.89.83.2.1.1.1.5.68420482
1.3.6.1.4.1.89.83.2.1.1.1.5.68420483
1.3.6.1.4.1.89.83.2.1.1.1.5.68420484

lNMapamempbsbl cmeka

MoHuUmopuHz napamempog cmeka

MIB: riphysdescription.mib

Ucnonbsyemble Tabauupi: riPhdStackTable - 1.3.6.1.4.1.89.53.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

Mpumep npocmoTpa NnapameTpoB CTeKa

KomaHpa CLI:

show unit

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MoHUMOopuUH2 cMeKo8bIX Mopmos

MIB: rIphysdescription.mib

Ucnonb3syembie Tabnunupl: riCascadeTable - 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23
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4.4

Mpumep NpocMmoTpa COCTOAHMUA CTEKOBbIX NOPTOB

KomaHaa CLI:

show unit

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23

YnpaeneHue ycmpoilicmeom

3a0amb/cmeHums hostname Ha ycmpolicmeae:

MIB: SNMPv2-MIB

Ucnonb3syembie Tabnuupl: sysName - 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Mpumep npucsoeHna hostname "mes2124"

Komanga CLI:
hostname mes2124

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2124"

BKﬂ,‘O‘—IEHUE/OmKﬂI-OWEHUE management acl

MIB: mnginf.mib

Ucnonbdyembie Tabauupl: riIMnginfEnable — 1.3.6.1.4.1.89.89.2,
1.3.6.1.4.1.89.89.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.89.2.0 1 {true(l), false(2)} \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s {name}

Mpumep BKAKOYEeHMA management acl c umeHem eltex

riMngInfActiveListName

Komanpga CLI:
management access-class eltex

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 i 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Ucnonb3osaHue ymuaumel ping

MIB: rlapplication.mib

Ucnonb3ayemble Tabnunupl: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\
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1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} i {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} i {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} 1 {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} i {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} 1 {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{IP address>} i {createAndGo(4), destroy(6),
active (1)}

Mpumep KomaHAabl ping y3na 192.168.1.1

KomaHaa CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 1 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 1 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 i 4

V’” MNpu ycraHoBKe B none rsPingEntryStatus 3HaueHua 4 (createAndGo) co3pgaérca u
aKTMBUpYyeTCcA onepauua ping. Ytobbl NOBTOPHO NPONMHIOBaTb YAANEHHDbINA XOCT,
Tpebyetca B none rsPingEntryStatus BbictaBuTb 3HaueHue 1 (active). Nocne oKoHYyaHuA
onepauuun 06s3aTenbHO HaA0 YAANUTDL BCe 3anuck, BbicTaBus B nosne rsPingEntryStatus
3HaueHue 6 (destroy). MHaue uepe3 CLI u SNMP onepauuio ping po Apyroro xocra
BbINOJIHUTb He yAaCTCA.

Npumep yaaneHusa:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 i O\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6

MoHUmMopuH2 ymuaumesl ping

MIB: rlapplication.mib

Ucnonb3syemble Tabnunupl: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\
1.3.6.1.4.1.89.35.4.1.1.{KomuecTBO OTIpaBJIeHHX NIakeTos (7), KommuecTBo
IPUHATEIX IakeToB (8), MuHMMaNbHOe BpeMsa oTiBeTa (9), CpenHue Bpemsa orBera (10),

MaxcuMaJibHOe BpeMsa oTBeTa (11)}

Mpumep NpocmoTpa KonYecTsa NPUHATbIX NAaKeTOB

Komanpga CLI:
ping 192.168.1.31

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8
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v/

Hacmpolika cucmemMH020 #ypHana

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Mpu ycraHoBKe B none rsPingEntryStatus 3HaueHusa 6 (destroy) moHuTOpuHr Gyger
3anpewwéH A0 co3AaHMUA HOBOW onepauuu.

Ucnonb3ayembie Tabamupbi: snmpSyslogCollectorEntry - 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c -c <community> -t
1.3.6.1.4.1.89.82.1.2.4.1.2.1 s
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u
1.3.6.1.4.1.89.82.1.2.4.1.6.1 1
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1

10 -r 5 <IP address> \
"{name}" \

{ipv4 (1), ipv6(2)} \

{ip add in HEX} \

{udp port number} \

{syslog facility(16-24)} \
{severity level} \
{createAndGo (4), destroy(6)}

Mpumep gobasneHnsa cepsepa ANA NOrMPoBaHUA

KomaHpa CLI:

logging host 192.168.1.1 description 11111

KomaHaa SNMP:

snmpset -v2c -c private -t 10

1.3.6.1.4.1.89.82.1.2.4.1.2.1 s
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u
1.3.6.1.4.1.89.82.1.2.4.1.6.1 1
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1

-r 5 192.168.1.30 \

"11111" \
1A\
COAB80101 \
514 \

23\

6 \

4

Severity level 3a0aemcsa cnedyrowum obpazom:

emergency(0),
alert(1),
critical(2),
error(3),
warning(4),
notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),
no-map(24)
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5 HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika adpeca SNTP-cepsepa

MIB: risntp.mib

Ucnonb3ayemble Tabnunupl: riISntpConfigServerinetTable - 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{ip address in DEC. Bawute IP-azmpeca
pasmensaorca Toukamm} 1 {true(l), false(2). Ykaszaume 3Hauenmus poll} \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{ip address in DEC. BawTm IP-azpeca
paszmensaorca Toukamm} u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.{ip address in DEC. BawuTm IP-azmpeca
pasnmensanTcsa Toukammu} 1 {createAndGo (4), destroy(6)}

Mpumep ykasaHua SNTP-cepsepa c IP-agpecom 91.226.136.136

Komanpga CLI:
sntp server 91.226.136.136 poll

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30
N1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 1 1 \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 018 SNTP-knueHma

MIB: risntp.mib

Ucnonb3ayembie Tabnuupl: rISntpNtpConfig - 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHu onpoca B 60 ceKyHp,

Komanga CLI:
sntp client poll timer 60

KomaHnga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60

Y1o6bl BEPHYTbCA K HACTPOMKAM NO YMOJIHAHUIO A,OCTAaTOYHO YCTAaHOBUTbL Bpems B 1024
V CeK.

Hacmpolika pabomsi 00HoadpecHbix SNTP-KnueHmos

MIB: risntp.mib

Ucnonb3ayembie Tabanupi: riSntpConfig - 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspeleHuna nocnegosatenbHoro onpoca SNTP-cepsepos

KomaHaa CLI:
sntp unicast client poll

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: risntp.mib

Ucnonb3ayemblie Tabnunupl: riTimeSyncMethodMode - 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZone}" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep ao06aBNeHNUA YACOBOro NOACA Ha YCTPOMCTBE

KomaHpa CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00™ \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UrYPUPOBAHME UHTEP®EMNCOB

6.1 [lapamempeol Ethernet-unmepdeiicos

[TIpocmomp Description nopma

MIB: IF-MIB nau eltMng.mib

Ucnonb3yemble Tabnuubl: ifAlias - 1.3.6.1.2.1.31.1.1.1.18 mnm iflongDescr -
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmotpa Description Ha unutepdeiice GigabitEthernet1/0/1

KomaHpa CLI:
show interfaces description GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.49

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.49

lMpocmomp Description vlian

MIB: Q-BRIDGE-MIB

Ucnonb3syembie Tabnnupi: dotlqVlanStaticTable - 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Mpumep npocmotpa Description vian 100

KomaHpaa CLI:

show interfaces description vlan 100

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.100

[lpocmomp ckopocmu Ha UHmMepgelice

MIB: IF-MIB

Ucnonb3syembie Tabanupi: ifHighSpeed -1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep BbiKAOUEHUA negotiation Ha GigabitEthernet1/0/2

KomaHaa CLI:

show interface status GigabitEthernetl/0/2
KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.50

BKntoyeHue/8bikarYeHue a8mocoaaaco8aHuUs CKOpocmu Ha uHmepgelice

MIB: rlinterfaces.mib

Ucnonb3ayemble Tabnuupl: swifSpeedDuplexAutoNegotiation -1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} i {negotiation(l), no negotiation(2)}

Mpumep BbiKAOYEHUA negotiation Ha GigabitEthernet1/0/2

Komanga CLI:
interface GigabitEthernetl/0/2
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.50 1 2

YcmaHo8Ka pexumos a8moco2a1aco8aHUS CKOPOCmMu Ha uHmepgelice

MIB: rlinterfaces.mib

Ucnonbayembie Tabnuupl: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities -
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x {negotiation mode (HEX) }

Mpumep HacTpoiikKM aBTOCcOrnacoBaHusa Ha ckopoctn 10f u 100f Ha uHTepdeiice GigabitEthernet
1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
negotiation 10f 100f

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.50 x 14

7 OnucaHue bumos:

Default (0), unknown (1),
tenHalf (2), tenFull (3),
fastHalf (4), fastFull (5),
gigaHalf (6), gigaFull (7).

lMopadok 6umos:

01234567
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Mpocmomp duplex-pexcuma nopma

MIB: EtherLike-MIB

Ucnonb3ayembie Tabnunupl: dot3StatsDuplexStatus - 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmotpa pexxkuma duplex-nopra GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.49

7 Pacwugposeka ebidasaembix 3HaYEHUl:

unknown (1)
halfDuplex (2)
fullDuplex (3)

CmeHa duplex-pexcuma Ha uHmepagelice

MIB: RADLAN-rlInterfaces
Ucnonb3syembie Tabnnupl: swifDuplexAdminMode - 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{ifindex} 1 {none(l),half(2),full(3)}

Mpumep cmeHbl pexkuma duplex-nopra GigabitEthernet 1/0/1

Komanpga CLI:
interface Gigabitethernetl/0/1
duplex half

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.49 1 2

[lpocmomp cpedbi nepeda4u UHmMepgelica

MIB: EtherLike-MIB

Ucnonb3ayembie Tabnunupl: swifTransceiverType - 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeabl nepeaaum noprta GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49
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7 PacwiugposKa ebidasaembix 3HAYEHUU:

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonb3ayembie Tabnnupi: swifFlowControlMode - 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.43.1.1.14.{ifindex} i {on(1l),0ff(2)auto (3)}

Mpumep BKAOUEHUA yNpaBaeHUA NOTOKOM Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
flowcontrol on

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.50 1 1

[Mpocmomp adOMUHUCMPAMUBHO20 COCMOAHUA Nopmad

MIB: IF-MIB

Ucnonbayembie Tabnunupl: ifAdminStatus - 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep NnpocmoTpa agMUHUCTPATUBHONO COCTOAHUA NOpPTa

Komanpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49

/ Bo3moiHble sapuaHmei:

up (1)
down (2)
testing (3)

Bkrtovyums/sbikat04ums KoHduaypupyemsili uHmepgetic

MIB: IF-MIB

Ucnonb3ayemble Tabnunupl: ifAdminStatus - 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}
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Mpumep BKAOUEeHUA/BbIKAIOUYEHUA KOHPUrypupyemoro uHtepdelica

KomaHaa CLI:
interface GigabitEthernet 1/0/1
shutdown

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49 1 2

[lpocmomp onepamusHo20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonb3syemble Tabnunupl: ifOperStatus - 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa craTtyca nopra GigabitEthernet 1/0/1

Komanpga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.49

/ Bo3moixHble sapuaHmei:

up (1)

down (2)

testing (3)

unknown (4)
dormant (5)
notPresent (6)
lowerLayerDown (7)

OnpedeneHue muna NOOKAKYEHUA nopmdad

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnunupl: swifTransceiverType - 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifIndex}

Mpumep onpepenernsa Tuna nopra GigabitEthernet1/0/1

Komanpga CLI:
show interfaces status

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

/ Bo3moiHble sapuaHmei:

regular (1), fiberOptics (2),
comboRegular (3), comboFiberOptics (4)
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[Mpocmomp cyem4uka unicast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonbsyembie Tabnnupl:  ifInUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifindex}

Mpumep NnpocmoTpa cHeTUMKa BXOZALMX unicast-nakeTos Ha uHTepdelice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters Gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.50

[Mpocmomp cuemyuka multicast-nakemos Ha uHmepagelice

MIB: IF-MIB
Ucnonb3syembie Tabnuupl: ifInMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTumnka exogawmnx multicast-nakeros Ha uHtepdeiice GigabitEthernet1/0/2

Komanpa CLI:
show interface counters Gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.50

[pocmomp cyemyuKa broadcast-nakemos Ha UHmMepagelice

MIB: IF-MIB
Ucnonb3syembie Tabnunupl: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunKa exogAawmx broadcast-nakeros Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters Gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.50
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[lpocMmomp cyem4yuKka oKmemos Ha UHmepgelice

MIB: IF-MIB
Ucnonb3syemblie Tabnnupl: ifinOctets— 1.3.6.1.2.1.2.2.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10. {ifindex}

Mpumep NpocMoTpa cHETUMKA MPUHATbLIX OKTETOB Ha UHTepdelice GigabitEthernetl/0/2

KomaHpa CLI:
show interface counters Gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.50

V MNoa okTeTom MmeeTca B BUAY Konudectso 6aiit. 1 okrter = 1 6aidr.

[Mpocmomp cuemyuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonb3syembie Tabnmupl: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTpa cuetunka FCS Errors Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters Gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.50

[Mpocmomp cyemyuka Internal MAC Rx Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonb3ayemble Tabnnupi: dot3StatsinternalMacReceiveErrors - 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmoTpa cuetumnka Internal MAC Rx Errors Ha uutepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters Gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.50
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[pocmomp cyemyuka Transmitted Pause Frames Ha uHmepgelice

MIB: EtherlLike-MIB
Ucnonb3ayembie Tabnnupl: dot30utPauseFrames- 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}

Mpumep npocmoTpa cuetumka Transmitted Pause Frames Ha nHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters Gigabitethernetl/0/2
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.50

[Mpocmomp cyemyuka Received Pause Frames Ha uHmepagelice

MIB: EtherLike-MIB

Ucnonb3zyemble Tabauubi: dot3IinPauseFrames - 1.3.6.1.2.1.10.7.10.1.3
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}

Mpumep npocmoTpa cuetumka Received Pause Frames Ha uHtepdeiice GigabitEthernet1/0/2

Komanga CLI:
show interface counters Gigabitethernetl1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.50

MoHUMOpPUH2 3a2py3KU MOpmMo8 Kommymamopa

MIB: eltMes.mib

Ucnonb3syemblie Tabnunupl: eltSwifUtilizationEntry - 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parametr}

Mpumep NnpocmoTpa 3arpy3Ku NOPTOB KOMMyTaTopa

Komanpga CLI:

show interfaces utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

/ CnucoK 803MOMHbIX NApPAMEempos:

eltSwifUtilizationlfIndex (1)
eltSwifUtilizationAverageTime (2)
eltSwifUtilizationCurrentinPkts (3)
eltSwifUtilizationCurrentinRate (4)
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eltSwifUtilizationCurrentOutPkts (5)
eltSwifUtilizationCurrentOutRate (6)
eltSwifUtilizationAveragelnPkts (7)
eltSwifUtilizationAveragelnRate (8)
eltSwifUtilizationAverageOutPkts (9)
eltSwifUtilizationAverageOutRate (10)

O4yucmka c4emyukos uHmepgelicos

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnuupi: rlifClearPortMibCounters - 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {BbuToBag mMacka}

Mpumep OUMCTKU cUeTYUKa MHTepdEeNCOoB AN KOMMmyTaTopa 2124M

KomaHpa CLI:

clear counters

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000FFFFFFFO0000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000001FFFE

Y

1. Ana MES1000:

snmpset -v2c¢ -c private 192.168.1.30 1.3.6.1.4.1.89.54.4.0 x
ffffff000000f00000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001 fe

2. Aina MES3000:

snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.54.4.0 x FFFFFFOO0000FFFFFFOO000000FFFFFFF
000000FFFFFFO0000000FFFFFFFOO0000FFFFFFO0000000FFFFFFFOO0000FFFFFFO0000000FFFFFFFO00
000FFFFFFO0000000FFFFFFFO00000FFFFFFOO000000FFFFFFFOO0000FFFFFFO0000000FFFFFFFOO0000F
FFFFFO0000000F0000000000000000000000000000000001 FFFFFE

3. MocmoTpeTb 3HaYeHue 6UTOBOI MACKN MOXHO KOMaHAOﬁ:

snmpwalk -v2c -c public <IP address> 1.3.6.1.4.1.89.54.9.0

6.2 KoHguzypupoeaHue VLAN

JobasneHue vian so vian database

MIB: rlvlan.mib

Ucnonbsyembie Tabnunupbl:
rldotlgVlanStaticList1t01024 - 1.3.6.1.4.1.89.48.69.1.2
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rldotlgVlanStaticList1025t02048 - 1.3.6.1.4.1.89.48.69.1.3
rldotlgVlanStaticList2049t03072-1.3.6.1.4.1.89.48.69.1.4
rldotlgVIanStaticList3073t04094 - 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.{vlan co 2 mo 1024 (2),vlan co 1025 mo 2048 (3),vlan c
2049 mo 3072 (4),vlan ¢ 3073 mo 4094 (5)}.0 x {BuroBas mMacka}

Mpumep cosaanua 994 vlan'a so vlan database

KomaHpa CLI:
vlan database

Vlian 994

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000040000000

1. Mpu pacyete 6UTOBOI Mmacku ans vian 1025-2048, BbINOAHUTL BbluuTaHue 1024
V' oT Heobxogumoro vlan, a 3aTem y>Ke BbINOJHATb pacyeT Macku. AHANOrMYHO AnA
vlan 2049-3072: Heob6xogumo oTHATb 2048 nepep, pacuetom. Ana 3073-4094 —

BbluecTb 3072. BUTOBasA MmacKa A0/13KHa BKoYaTb B cebAa He meHee 10 cumB010B.

2. Mpumep pacyeta 6uTOBOM MaCKM npuBepeH B pasgene «lMpunoxkeHune A.
MeTtoauka 6MTOBOIT MacKu».

[flobasneHue vlan Ha nopm

MIB: rlvlan.mib

Mcnonb3ayembie Tabnaunupi: ridotlgPortVlanStaticTable - 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B BuIe OUTOBOM MACKM}

Mpumep pobasneHua vian 622 1 3100 Ha uHtepdeliic GigabitEthernet 1/0/2 B pexxum trunk

KomaHpa CLI:

interface GigabitEthernet 1/0/2

switchport mode trunk

switchport trunk allowed vlan add 622,3100

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000004
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Mpumep aobasnenus vlian 622 Ha uHTepdeiic GigabitEthernet 1/0/2 8 kauectBe native vlan

KomaHaa CLI:

interface GigabitEthernet 1/0/2
switchport mode trunk

switchport trunk native vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000004

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.50 x
000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000
000004

V’ 1. NepeyeHb Tabnuu;:

rldotlqPortVianStaticEgressList1t01024 - 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlqPortVianStaticEgressList1025t02048 - 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
rldotlqPortVianStaticEgressList2049t03072 - 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlqPortVianStaticEgressList3073t04094 - 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVianStaticUntaggedEgressList1t01024 - 1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1025t02048 - 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlqPortVianStaticUntaggedEgressList2049t03072 - 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
ridotlqPortVianStaticUntaggedEgressList3073t04094 - 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. Mpumep coctaBneHna 6MTOBOM MACKu npusegeH B pasgene «lMpunoxeHue A.
MeTtoauka 6UTOBOIT MacKu».

3. buToBas macka A0NXKHA BKAOYaTb B ceb6a He meHee 10 cumBONOB.

3anpemume default VLAN Ha nopmy

MIB: eltVIan.mib

Ucnonb3ayembie Tabnunupi: eltVianDefaultForbiddenPorts —1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BMUIe OMUTOBOM MaCKM}

Mpumep 3anperta default vlan Ha nopty GigabitEthernet 1/0/1

Komanpga CLI:
interface GigabitEthernetl1/0/5
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 00000000000080

/' 1. Npumep cocTaBneHUA 6UTOBOI MacKu NpuBeaeH B pasgene «fpunoxkeHue A.
MeTtoguka 6uTOBOI MacKu».
2. butoBas macKa A0N1XKHa BKAOYaTb B ceba He meHee 10 cumBONOB.
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[Tpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupl: rldotlqgVianStaticName - 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}

Mpumep npocmoTpa umeHu vian 5

KomaHpa CLI:
show vlan tag 5

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.5

[Tpocmomp yneHcmaa nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3syembie Tabnuupi: ridotlgqPortVlanStaticTable - 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}

Mpumep npocmortpa vlan Ha GigabitEthernet1/0/5

KomaHpa CLI:
show interfaces switchport GigabitEthernetl/0/5

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.54

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.54

/' 1. B npumepe npeacraBsiieHHbl 2 KomaHabl snmpwalk. Ecam nopt Tagged — 3HaueHuA B
V BblBOAE BTOPO KOMaHAbI NPUHUMAIOT Hy/leBoe 3HayeHue u Homep Vlan cooTsetcTByeT
3HayeHUAM BbiBOAA NepBo KomaHabl. Ecam nopt Untagged - B BbiBOAE BTOPO KOMaHAbI
NPUCYTCTBYIOT 3HauYeHUA, OTAMYHbIe OT HyAasA, U Homep Vian cooTBeTcTByeT 3TUM
3HauyeHuAM.

2. NepeyeHb Tabauy,

ridotlgPortVianStaticEgressList1t01024 - 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVianStaticEgressList1025t02048 - 1.3.6.1.4.1.89.48.68.1.2 {ifindex}
ridotlgPortVianStaticEgressList2049t03072 - 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVianStaticEgressList3073t04094 - 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
ridotlgPortVianStaticUntaggedEgressList1t01024 - 1.3.6.1.4.1.89.48.68.1.5 {ifindex}
ridotlgPortVianStaticUntaggedEgressList1025t02048 - 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
ridotlgPortVianStaticUntaggedEgressList2049t03072 - 1.3.6.1.4.1.89.48.68.1.7 {ifindex}
ridotlgPortVianStaticUntaggedEgressList3073t04094 - 1.3.6.1.4.1.89.48.68.1.8.{ifindex}
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3. NonyyeHHble B pe3ynbTaTe BbINONHEHMA 3anpoca 3HaYeHUA NpeacTaBAAT U3 cebs
6UTOBYIO MaCKy, MeTOAMUKa pacyeTa KOTOpoi npusegeHa B pasgene «lMpunoxeHue A.
MeTtoguka 6uTOBOI MacKu».

Hacmpolika pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: vianPortModeEntry - 1.3.6.1.4.1.89.48.22.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifIndex} i {general(l), access(2), trunk(3),
customer (7) }

Mpumep HacTpoiiku nHutepdeiica GigabitEthernet 1/0/2 B pexkum trunk

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50 1 3

[Ipocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonbsyemble Tabnuubi: vlanPortModeState - 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmoTpa pexkuma Ha GigabitEthernet1/0/2

Komanpga CLI:
show interfaces switchport GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50

/ Bo3moiHble sapuaHmei:

general (1)
access (2)
trunk (3)
customer (7)

HasHayumes pvid Ha uHmMepagelic

MIB: Q-BRIDGE-MIB.mib

Ucnonbsyembie Tabnnupl: dotlqPortVianTable - 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}
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Mpumep Ha3HaueHus pvid 15 gna GigabitEthernet 1/0/2

KomaHaa CLI:
interface Gigabitethernet 1/0/2
switchport general pvid 15

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.50 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: vianMacBaseVlanGroupTable - 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 1 {mac-group number} \
1.3.6.1.4.1.89.48.45.1.4..168.249.75.51.41.192.32 i {createAndGo (4),
destroy (6) }

Mpumep HacTPoOiiKM map mac

Komanga CLI:

vlan database

vlan 10,20

map mac a8:£9:4b:33:29:c0 32 macs-group 1

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 1 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4

UHmMe

YcmaHoska npasuna Knaccugpukayuu VLAN, ocHosaHH020 Ha npusaske K MAC-adpecy, 014

elica

MIB: rlvlan.mib

Ucnonbsyemble Tabnuubi: vlanMacBaseVIanPortTable - 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} \
1.3.6.1.4.1.89.48.46.1.3.58.1 1 {createAndGo(4), destroy(6)}

Mpumep BKAOYEeHUA npaBuna Knaccudukaumm VLAN gna uHtepdeiica Gigabitethernet 1/0/10

Komanpga CLI:
interface gigabitethernet 1/0/10
switchport general map macs-group 1 vlan 20

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.58.1 u 20 \
1.3.6.1.4.1.89.48.46.1.3.58.1 1 4
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6.3 Hacmpolika u moHumopuHe errdisable-cocmoaHus

[Mpocmomp Hacmpoek 0718 asmomMmamuyeckol akmusayuu uHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonb3ayemble Tabnunupl: rlErrdisableRecoveryEnable - 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep NpocMoTPa HACTPOEK A/ AaBTOMATUMYECKOM aKTUBaLMK uHTepdeica

KomaHpa CLI:
show errdisable recovery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2

lpocmomp npuyuHs! 6s10KUPOBKU nopma

MIB: rlErrdisableRecoverylfReason

Ucnonb3syembie Tabnunupl: rlErrdisableRecoverylfReason - 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep npocmoTpa NpPUUMHbI 610KMPOBKM NOPTa

KomaHpa CLI:

show errdisable interfaces

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1

/ Bo3MOXM(HbIe 8apUAHMbI:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limi t(8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusayuu UHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonb3yemble Tabnuubl: riErrdisableRecoveryEnable - 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
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6.4

1.3.6.1.4.1.89.128.2.1.2. {index of a reason} 1 {true(l), false(2)}

Mpumep BKAKOUEHMA aBTOMATUYECKOM aKTUBaLMmn uHtepdeiica B cnyuyae loopback detection

KomaHpa CLI:
errdisable recovery cause loopback-detection

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 i 1

Bo3moxcHbie 3HayeHusa index of reason, 8 3asucumocmu om murnd eblnoaHaemol
V Hacmpoiiku:

loopback detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (8)
storm-control (9)
12pt-guard (11)

Hacmpolika uHmepsasna sbixo0a uHmepgelica us errdisable-cocmosaHus

MIB: rlinterfaces_recovery.mib

Ucnonb3ayembie Tabnuupl: rlErrdisableRecoveryinterval - 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 i {interval (30-86400)}

Mpumep HacTpoiiku 30-TM CeKyHAHOro MHTepBanaa Bbixoaa 13 errdisable-coctosaHua

KomaHpa CLI:
errdisable recovery interval 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 1 30

Hacmpolika voice vian

PedakmuposaHue mabauysi OUI

MIB: rlvlanVoice.mib

Ucnonb3ayembie Tabnuupl: vianVoiceOUIBasedTable - 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BauTH pasiejid0TCs TOUKaMM} i
{createAndGo (4), destroy(6)}

Mpumep BKAOYEHUA TabAMLbI AN UCNONb30BAHHOTO TenedoHa

Komanpaa CLI:
voice vlan oui-table add 002618
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 i 4

JlobasneHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonb3ayembie Tabanupi: vianVoiceAdminVid - 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

Mpumep ao6asneHus voice vian id 10

Komanga CLI:

voice vlan id 10

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10

AKkmusauus voice vlian Ha uHmepagelice

MIB: RADLAN-vlanVoice-MIB

Ucnonb3ayembie Tabnunupl: vianVoiceOUIBasedPortTable - 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} 1 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep aKkTMBauuK voice vlan Ha uHTepdeiice

KomaHpa CLI:
interface GigabitEthernetl1/0/3
voice vlan enable

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.51 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.51 u 10

6.5 Hacmpoiika LLDP
[nobansbHoe skaYeHue/omrnaoyeHue lldp
MIB: riLIdp.mib
Ucnonb3ayembie Tabnuupl: riLidpEnabled - 1.3.6.1.4.1.89.110.1.1.1
snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}
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Mpumep oTkntoueHua LLDP

KomaHaa CLI:
no Lldp run

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 1 2

Hacmpolika lldp-med noaumuKku c¢ ykasaHuem Homepa voice vilan 018 mea2upoeaHHO20
mpaguka voice vian

MIB: rllldb.mib

Ucnonb3syembie Tabnuupi: riLidpXMedLocMediaPolicyContainerTable - 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-
voice(3), guest-voice-signaling(4),

softphone-voice (5), video-conferencing(6), streaming-video(7), video-
signaling (8)} \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 i {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 i {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
11.3.6.1.4.1.89.110.1.2.1.1.9.1 1 {createAndGo(4), destroy(6)}

MNpumep HacTpoiKku lldp-med nonntukm c ykasanmem VLAN 10, ykazaHuem npuopurteTa 4

KomaHpa CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:
snmpset -v2c -c private 192.
1.3.6.1.4.1.89.110.1.2.1.1.
.89.110.
.89.110.
.89.110.
.89.110.
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Hacmpolika lldp-med nonumuku 0189 meauposaHHo020 mpagukKa voice vian

MIB: rllldb.mib

Ucnonb3syembie Tabnuupl: riLidpXMedNetPolVoiceUpdateMode - 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 i {manual (0), auto(l)}

Mpumep HacTpoiiku lldp-med nonutnkm B pexkume auto

KomaHpa CLI:
no 1lldp med network-policy voice auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 0
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7 HACTPOWKA IPV4-AAPECALIUU

Co3daHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonb3syemble Tabnuupl: rsipAddrEntry - 1.3.6.1.4.1.89.26.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.1.1.2.{1ip address(DEC)} 1 {ifIndex} \
1.3.6.1.4.1.89.26.1.1.3.{ip address (DEC)} a {netmask}

Mpumep HacTpoliku agpeca 192.168.10.30/24 Ha vian 30

KomaHpa CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonbayembie Tabnuupl: rsipAddrEntry - 1.3.6.1.4.1.89.26.1.1

pset -v2c -c <community> <IP address> \

1.3. 6.1.4 1.89.26.1.1.2.{ip address(DEC)} 1 {ifIndex} \
.3.6.1.4.1.89.26.1.1.3.{ip address(DEC)} a {netmask} \

1.3.6. l 4.1.89.26.1.1.6.{ip address(DEC)} 1 2

}—‘

Mpumep yaaneHus IP-agpeca 192.168.10.30 Bo vian 30

KomaHpa CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 1 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 1 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnunupi: riDhcpClActionStatus - 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} 1 {createAndGo (4), destroy(6)}

52 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



JHELTEX

Mpumep nonyyeHus IP-agpeca no DHCP Ha interface vlian

KomaHaa CLI:
interface vlan 30
ip address dhcp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.3.1.2.100029 i 4

Jlobasums/ydaaume Wwsato3 No yMoa4YaHUo

MIB: rlip.mib

Ucnonbayemble Tabauubi:

rlipStaticRouteMetric - 1.3.6.1.4.1.89.26.17.1.1.5
rlipStaticRouteType- 1.3.6.1.4.1.89.26.17.1.1.6
rlipStaticRouteRowStatus- 1.3.6.1.4.1.89.26.17.1.1.9

~

snmpset -v2c -c <community> <IP address>

1.3.6.1.4.1.89.26.17.1.1.5.0.0.0.0.0.0.0.0.0.{ip address} 1 {metric(1l)} \
1.3.6.1.4.1.89.26.17.1.1.6.0.0.0.0.0.0.0.0.0.{ip address} i {type of

route (3)} \

1.3.6.1.4.1.89.26.17.1.1.9.0.0.0.0.0.0.0.0.0.{ip address} i {createAndGo

(4), destroy(6)}

Mpumep ao6asneHums ip default-gateway 192.168.1.10

Komanpga CLI:
ip default-gateway 192.168.1.10

KomaHnga SNMP:
snmpset -v2c -c private 192.1
1.3.6.1.4.1.89.26.17.1.1.5

3.6.1.4.1.89.26.17.1.1.6
3.6.1.4.1.89.26.17.1.1.9

8.1.3

O O O o
o O O o
o O O .~

.0.0.0.0 .0.0.0.
1. .0.0.0.0. .0.0.0.
1. .0.0.0.0 .0.0.0.

192.168.1.10 1 1 \
192.168.1.10 1 3 \
192.168.1.10 i 4
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8 HACTPOMKA IPV6-ALPECALUU

BkntoyeHue/sbiknoveHue IPv6-adpecayuu Ha interface vian

MIB: ip-mib.mib
Ucnonb3ayembie Tabnuupli: ipvbinterfaceEnableStatus- 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BKAOUeHUn IPv6 agpecaumm Ha vian 2

KomaHpa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/YdaneHue IPv6 adpeca Ha interface vlan

MIB: rlip.mib
Ucnonb3zyemble Tabauubi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.36.1.5.{kxonuuecTBO OalT B ampece}.{KaxnuM OauT B
OEeCATUUYHOM BUIEe uepes pasmenuresb}.2.0 i {ifindex} \
1.3.6.1.4.1.89.26.36.1.13. {koymmmuecTBO OamT B ampece}.{xaxnem OauT B
OEeCATUUYHOM BUIE uepes pasmenuresb}.2.0 u {Macka B OeCaTUMUHOM BuUIe}\
1.3.6.1.4.1.89.26.36.1.11. {xonuuecTBO OauT B ampece}.{xaxIel OauT B
OecaATUYHOM BuUIe uepes pasjenurenb}.2.0 i {createAndGo (4), destroy(6)}

Mpumep pobasneHns agpeca 2001::1/64 Ha vlan 2

KomaHpa CLI:
interface vlan 2
ipv6e address 2001::1/64

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 1 100001

\
1. 4.1.89.26.36.1.13.2.16.32.1.0 .2.0
1 2.0

1. .0.0.0.0.0.0.0.0.0.0.0.0.1 u 64 \
.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1. i4
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9

HACTPOMKA GREEN ETHERNET

[nobanbHoe omKnaryeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonb3ayemble Tabnuupl: riGreenEthShortReachEnable - 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 1 {true (1), false (2)}

Mpumep rnobanbHoro oTkAOYeHUA green-internet short-reach

KomaHpa CLI:
no green-ethernet short-reach

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKarYyeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonb3ayemble Tabnunupl: riGreenEthEnergyDetectEnable - 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep rnobanbHOro oTKAOYEHUA green-internet energy-detect

KomaHpa CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

lpocmomp napamempa green-ethernet

MIB: rIGreenEth.mib

Ucnonb3ayembie Tabnuupli: riGreenEthCumulativePowerSaveMeter - 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep npocmoTpa napameTpa green-internet

Komanpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KONbLEBbIX MPOTOKO/1I0B

10.1 Hacmpolika npomokona ERPS

OnpedeneHue Homepa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3syemblie Tabnunupl: eltexErpsMgmtRAPSWestPort - 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep onpegeneHna Homepa west-nopta

KomaHpa CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHua west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3zyemble Tabauubi: eltexErpsMgmtRAPSWestPortState - 1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep npocmoTpa cocToAHUA west-nopra

KomaHpaa CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3mMocHble cocmoAaHuAa nopma:

Forwarding (1)
Blocking (2)
Signal-fail (3)
Manual-switch (4)
Forced-switch (5)

OnpedeneHue Homepa east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupli: eltexErpsMgmtRAPSEastPort - 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep onpegeneHna Homepa east-nopTa

KomaHaa CLI:
show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmosAHuUA east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexErpsMgmtRAPSEastPortState - 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep NpocMmoTpa cOCTOAHUA east-nopTa

Komanga CLI:

show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

/ Bo3moxcHble cocmoaHua nopma:

forwarding (1)
blocking (2)
signal-fail (3)
manual-switch (4)
forced-switch (5)

[Ipocmomp cocmoAaHUA Koasbua

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupi: eltexErpsMgmtRAPSRingState - 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep NpocMmoTPa COCTOAHUA KObLA

Komanpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12
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/‘f‘ Bo3moxcHbie cocmosHUA nopma:

idle (1)

idle (2)
protection (3)
manual-switch (4)
forced-switch (5)
pending (6)

10.2 Hacmpolika npomokoaa Spanning-tree

BkntoyeHue/8biKA0YeHUE NpomoKosaa Spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonb3syembie Tabnunupli: rldot1dStp - 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep BbIKNOYEHMA NPOTOKOAA Spanning-tree

Komanga CLI:

no spanning-tree

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BKﬂfO‘JBHUB/SbIKfHOquUE MPomoKoaa spanning-tree Ha KOHguU2ypupyemom uHmepgelice

MIB: BRIDGE-MIB

Ucnonb3syemble Tabnuupl: dot1ldStpPortTable - 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} 1 {enabled(l), disabled(2)}

Mpumep oTKAOUeHMA paboTbl spanning-tree Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface Gigabitethernetl/0/2
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.50 i 2
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Hacmpolika pexcuma pabomel npomokoaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonb3syembie Tabnunupl: dot1dStpVersion - 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}

Mpumep ycTaHOBKMU perkuma paboTbl NpoToKoaa Spanning-tree

KomaHpa CLI:
spanning-tree mode rstp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[Tpocmomp poau nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syembie Tabnunupl: ridot1dStpPortRole - 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmoTpa ponaun Gigabitethernet0/2 s STP

KomaHpa CLI:
show spanning-tree Gigabitethernet0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.50

/ Bo3mocHble cocmoAaHuA nopma:

disabled (1)
alternate (2)
backup (3)
root (4)
designated (5)

[Ipocmomp cocmosaHusa nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3ayembie Tabnunupi: ridotlsMstplinstancePortState - 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}
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Mpumep npocmoTpa coctoaHua Gigabitethernet0/2 8 mstp

KomaHaa CLI:
show spanning-tree Gigabitethernet0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.50

/ Bo3moicHble cocmoAaHUA nopma:

disabled (1)
blocking (2)
listening (3)
forwarding (5)

BkritoueHue/sbiknto4yeHue pexcuma obpabomku nakemos BPDU uHmepgelicom, Ha Komopom

8blK/A0YeH MpomoKosna STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3zyemble Tabauubi: rldot1dStpPortTable - 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}

Mpumep BKAoueHua punbTpaumm BPDU Ha nHtepdeiice GigabitEthernet 1/0/2

Komanga CLI:
interface GigabitEthernetl1l/0/2

spanning-tree bpdu filtering
KomaHga SNMP:

snmpset -v2c -c¢ private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.50 1 1

10.3

lpomokon EAPS

[Ipocmomp cocmoAHUA Koabyd

MIB: RADLAN-BRIDGEMIBOBJECTS-MIB.mib

Ucnonb3syembie Tabnunupl: RIEapsRingState - 1.3.6.1.4.1.89.57.9.5.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.9.5.1.10

Mpumep NpocmoTpa COCTOAHUA KObLA

KomaHpa CLI:
show eaps

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.9.5.1.10
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11 rrynnosAAd AAPECALMUA

11.1 Trpaesuna 2pynnoeoii adpecayuu (multicast addressing)

3anpeuwjeHue OUHaMuUYyecKo20 0obasaeHUsa nopmad K MHo2oa0pecHoU 2pynne

MIB: rlbrgmulticast.mib

Ucnonb3ayemble Tabnunupl: rIBrgStaticlnetMulticastEntry - 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{BuroBasa macka mHTepberical \

1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address{DEC}}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nsyyeHus rpynnbl 239.200.200.17 Ha nopTy GigabitEthernet 1/0/1 8 vlan 622

Komanga CLI:

interface vlan 622

bridge multicast forbidden ip-address 239.200.200.17 add GigabitEthernet
1/0/1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x
0000000000000000 \
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x
0000000000008000 \
1.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 i 4

1. CymmapHoe KoanmuectBo uuédp B OID 1.3.6.1.4.1.89.116.5.1.6 u OID
V 1.3.6.1.4.1.89.116.5.1.7 ponKHo 6biTb OAMHAKOBbIM U YETHbIM.

2. MeToauKy pacyeta 6MTOBOIi MaCKM MOXHO NOCMOTpPeTb B pasgene
«MpunorkeHue A. Metoguka 6UTOBOIA MacKu».

3anpeuweHue npoxoxoeHus HesapeaucmpuposaHHoz20 Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonb3syemblie Tabnnupl: riIMacMulticastUnregFilterEnable - 1.3.6.1.4.1.89.55.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBas macka nJjsa mHTepdbericor}"

Mpumep 3anpewieHUs NPOXOXKAEHUA He3apeructpupoBaHHoro Multicast-tpaduka ana nopros
GigabitEthernet 1/0/20-21

Komanpga CLI:
interface range GigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "0000000000000Q0Q0O0O18™
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1. [inA ypaneHus HacTpoOiiKM Haflo 3aMeHWTb COOTBETCTBYIOLME MOPTam Mons B
V 6MTOBOI Macke Ha 0.

2. MetoauKy pacyeta 6MTOBOIi MACKM MOMKHO NOCMOTpPeTb B pasgene
«MpunoxkeHne A. MetoanKka 6MTOBON MACKU».

Puabmpayuss MH020a0pecHo20 MpPaduKa

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupl: riIMacMulticastEnable - 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA GUNbTPALMM MHOrOa4pecHoro Tpaduka

Komanpga CLI:
bridge multicast filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobasnbHOe 8KAYEHUE igmp shooping

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnunupl: rligmpSnoopEnable - 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep rno6anbHOro BKAKOYEHUA igmp snooping

Komanpga CLI:
ip igmp snooping
Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BkroyeHue igmp snooping eo vian

MIB: rlbrgmulticast.mib

Ucnonb3syemblie Tabnaunupli: rligmpMIidSnoopVianEnable - 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} 1 {true(l), false(2)}

Mpumep BKAKOUEHUA igmp snooping Bo vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 1 1
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[Mpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnaunupli: rligmpMIdSnoopMembershipTable - 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep npocmoTpa Tabauubl igmp snooping

KomaHpa CLI:
show ip igmp sSnooping groups
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Mcnonb3syembie Tabnunupl: vianMulticastTvEntry - 1.3.6.1.4.1.89.48.44.1

snmpset -v2c -c <community> <IP address> \
1.3.6. .1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6. .1.89.48.44.1.2.{ifindex} 1 {createAndGo(4), destroy (6)}

1.4
1.4

Mpumep HacTpoiiku multicast-tv vlan 622 Ha nHtepdeiice GigabitEthernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.50 u 622 \
1.3.6.1.4.1.89.48.44.1.2.50 1 4

Hacrpoiika pexxuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBMCUT OT peXXMma HacTPOiKM nopTa, T.e. OT KOMaHAgbl switchport mode
customer/access/trunk/general.

11.2 ®yHKyuu oepaHuveHus multicast-mpadguka

Co3daHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3syemblie Tabnunupli: eltigmpMIdSnoopProfileTable - 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo(4), destroy(6)}
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MNpumep cospaHua npoduna ¢ umeHem IPTV (npegnonoxum, uto npoduns 6yper mmetb
nopaAaKoBbIii Homep 3)

KomaHaa CLI:
multicast snooping profile IPTV

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1 3.6.1.4.1.35265.1.23.46.1.1.2.3 s IPTV \
.3.6.1.4.1.35265.1.23.46.1.1.3.3 i 1 \
.3.6.1.4.1.35265.1.23.46.1.1.4.3 1 4

YKasaHue duanazoHos Multicast adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbsyemblie Tabnanupli: eltigmpMIdSnoopFilterTable - 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address>

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} 1
{ip(1),1ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-
ampec Hauajla IOManasoHa B IMeCTHaAlUaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-
ampec KOHIA IOMarnas30Ha B MEeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} 1
{createAndGo (4), destroy(6)}

Mpumep orpaHuyeHnsa myabtTuKact rpynn 233.7.70.1-233.7.70.10 pna npoduna ¢ umeHem IPTV
(npeanonoxum, uro npodpunb MMmeeT NopALKoBbIN HOMmep 3. B nepsom npodune 2 npasuna, Bo
BTOPOM — OAHO).

KomaHpa CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \

1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

«' index of rule — cuntaetca no cymme Bcex nNpaBu BO Bcex Npodpunax

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonb3ayembie Tabnunupi: eltigmpMIdSnooplfProfileExtEntry - 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \
1.3.6.1.4.1.35265.1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \
1.3.6.1.4.1.35265.1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo (4), destroy(6)}
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Mpumep pobasneHna npodpuna test (c uHaekcom npoduna 3) Ha uHtepdelic Gigabitethernet 1/0/2

KomaHaa CLI:
interface Gigabitethernet 1/0/2
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.50.3 1 50 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.50.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.50.3 1 4

Hacmpolika oepaHu4eHua Koau4ecmea Multicast-epynn Ha nopmy

MIB: eltlpMulticast.mib

Ucnonb3ayembie Tabnunupl: eltigmpMIdSnooplfMaxGroupsEntry - 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} i {MAX number}

Mpumep HacTpoliku orpaHnyeHus B Tpu Multicast-rpynnbi Ha uHTepdeiice GigabitEthernet 1/0/2

KomaHpa CLI:
interface Gigabitethernet 1/0/2
multicast snooping max-groups 3

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.50 1 3
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12 ®YHKLUWU YNPABJIEHUA

12.1 MexaHu3m AAA

LobasneHue HO8020 osnsL308amess

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupl: rIAAALocalUserTable - 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHAa OTHeJIseTCs OT cJjenywmel rToukoi} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, xaxnmas OyKBa
JIOTMHA OTIeJyiseTcd OT cijenywmelrt Toukoi} s "#{encoding password}™ \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHA OTIejyigeTcda OT cijenywmen Toukoi} i {privilege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4. {number of letters}.{Login in DEC, xaxnas OyKBa
JIOTMHa OTHEeJITeTCsa OT cJjenywomey Toukon} i {create and go(4)}

Mpumep pobasneHna nonbsosartena techsup c naponem password 1 yposHem npusunernii 15

Komanga CLI:
username techsup password password privilege 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#5baa6ledc9p93£3£0682250b6cf8331b7ee68£d8™ \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15 \

1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4

/ 1. lorun nepesoautca us ASCIl B HEX ¢ nomouybto Tabanubl, KOTOPYIO MOXKHO HaUTH
V no ccbinke https://ru.wikipedia.org/wiki/ASCII .

2. Naponb 3ap3aeTca UCKIOUYUTENLHO B LWWMPPOBAHHOM Buae, nuwietca 06a3aTeNbHO B
KaBbluKax, nepeg naponem pgobasnserca #.

Hacmpolika memodos aemopu3ayuu 04 login nosnv3osamens

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry - 1.3.6.1.4.1.89.79.15.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{ login c default” in DEC, xaxmas OyxBa
JIoOTMHAa OTIeJsideTcda OT cijenyomer Toukoi} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.3.15.{ login c default” in DEC, xaxmas OyxBsa
JIoOTMHAa OTIeJsideTcda OT cienylumer Toukoi} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin ¢ default” in DEC, kaxnasa OyKBa
JIOTMHAa OTIeJIseTCs OT CcJjenywuen Tqu6ﬁ§_i {enable (2),radius (4),tacacs (5)} \
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Mpumep HacTpoiiku meToa0B asTopusaumum ana login nonb3osartens

KomaHaa CLI:
aaa authentication login authorization default enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117
.108.116 1 2 \
1.3.6.1.4.1.89.79.15.1.3.15.108.111.103.105.110.95.99.95.100.101.102.97.117
.108.116 i 0 \
1.3.6.1.4.1.89.79.15.1.4.15.108.111.103.105.110.95.99.95.100.101.102.97.117
.108.116 i 0 \

Hacmpolika memodos aemopu3ayuu 04 enable-nonb3osamens

MIB: rlaaa.mib

Ucnonb3zyemble Tabauubl: rIAAAMethodListEntry - 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <ip address>
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.{“enable_c_
default” in DEC, xaxnasa OykKBa JIOTMHa OTIeJIAeTCH OT cJlelyilllell TOuYKoM} 1
{enable (2),radius (4),tacacs (5)} \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.{“enable_c_
default” in DEC, xaxnasa 6OykKBa JIOTMHa OTIeJIAeTCA OT cJlelylllell TOoYKoM} 1
{enable (2),radius (4),tacacs (5)} \
1.3.6.1.4.1.89.79.15.1.4.16.101.110.97.98.108.101.95.99.95.100.{“enable_c_
default” in DEC, kaxmasa OykBa JIOTMHAa OTHEJIS€TCHA OT CJlelyllel TOuKoMi} i
{enable (2),radius (4), tacacs(5)}

Mpumep HacTPOIKN MeToA0B aBTOpU3aL MK ana enable-nonbsosartens

Komanpga CLI:
aaa authentication enable default tacacs radius enable

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.1
17.108.116 i 5 \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.1
17.108.116 i 4 \
1.3.6.1.4.1.89.79.15.1.4.16.101.110.97.98.108.101.95.99.95.100.101.102.97.1
17.108.116 i 2

YoaneHue Hacmpoliku memodo8 asemopu3ayuu 014 enable-noab3osamens

MIB: rlaaa.mib

Ucnonb3syembie Tabnnupl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <ip address>
1.3.6.1.4.1.89.79.15.1.{method1(2)}.16.101.110.97.98.108.101.95.99.95.100. {
“enable c¢ default” in DEC, xaxnad OyKBa JIOTMHa OTHEJAETCA OT Clenyomen
Toukoi} 1 {enable(0),radius (6),tacacs(2)} \
1.3.6.1.4.1.89.79.15.1.{method2(3)}.16.101.110.97.98.108.101.95.99.95.100. {
“enable c¢ default” in DEC, xaxnad OyKBa JIOTMHa OTHEJAETCA OT Clenyomen
Toukoi} 1 {enable(0),radius(6),tacacs(2)} \
1.3.6.1.4.1.89.79.15.1.{method3(4)}.16.101.110.97.98.108.101.95.99.95.100. {
“enable ¢ default” in DEC, kaxnasa OyKBa JIOTMHa OTHEJIAETCA OT CJledyKuen
Toukomn} i {enable (0),radius(6),tacacs(2)}
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Mpumep yganeHna metoaos aBTopusauum gna enable-nonbsosartenn

KomaHaa CLI:
no aaa authentication enable default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.1
17.108.116 i 2 \
1.3.6.1.4.1.89.79.15.1.3.16.101.110.97.98.108.101.95.99.95.100.101.102.97.1
17.108.116 i 6 \
1.3.6.1.4.1.89.79.15.1.4.16.101.110.97.98.108.101.95.99.95.100.101.102.97.1
17.108.116 i 0

12.2 Hacmpolika docmyna

BkaroyeHue telnet-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonb3syemblie Tabnunupl: riTelnetEnable - 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 1 {on(l), off(2)}

Mpumep BKAloueHUA telnet-cepBepa

Komanga CLI:

ip telnet server

KomaHnga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

BrnwoyeHue ssh-cepsepa

MIB: rlssh.mib
Ucnonb3syembie Tabnunupl: riISshServerEnable - 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BKAtoueHua ssh-cepsepa

KomaHpa CLI:

ip ssh server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 1 1

[Mpocmomp akmusgHbix ceccull

MIB: rlAAA.mib

Mcnonb3syembie Tabnuupl: rIAAAUserinetName - 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5
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Mpumep NPOCMOTpPa aKTUBHbIX CeccUin

KomaHaa CLI:

show users

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKA/IMPOBAHUE NMOPTOB

Hacmpolka 3epKaaupo8aHusa nopmos

MIB: rfc2613.mib

Ucnonb3syembie Tabnuupl: portCopyTable - 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <ip address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex src port}.{ifindex dst port} 1
{copyRxOnly (1), copyTxOnly(2), copyBoth(3)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex src port}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep 3epkanupoBaHua Tpaduka c wuHTepdeica GigabitEthernet 1/0/1 wHa wuHTepdeiic
GigabitEthernet 1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
port monitor GigabitEthernet 1/0/1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.49.50 1 3 \
1.3.6.1.2.1.16.22.1.3.1.1.5.49.50 1 4

Hacmpolika numumos 014 3epKanuposaHusa Ha UHmepgelice

MIB: eltQosTailDropMIB.mib

Ucnonb3syemble Tabnunupl: eltQosTailDropMirrorTxDescriptorsLimit - 1.3.6.1.4.1.35265.1.23.12.1.1.6
eltQosTailDropMirrorRxDescriptorsLimit - 1.3.6.1.4.1.35265.1.23.12.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1

Mpumep HaCTPOIIKM AMMUTOB ANA 3epPKANUPOBAHUA HA UHTepdeiice

KomaHpa CLI:

interface gigabitethernetl/0/1

gos tail-drop mirror-limit rx 5902
gos tail-drop mirror-limit tx 5902

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.5.0 1 5902

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.6.0 1 5902
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Hacmpolka 3epKkanuposaHus vlian

MIB: rfc2613.mib

Ucnonb3ayembie Tabnunupl: portCopyTable - 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \

1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep HacTpoliku 3epKanmposaHua vlian 622 Ha nHtepdeiic GigabitEthernet 1/0/2

KomaHpaa CLI:
interface GigabitEthernet 1/0/2
port monitor vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.100621.50 1 1 \
1.3.6.1.2.1.16.22.1.3.1.1.5.100621.50 i 4

V Ona cepuii MES1000/MES2000 ¢pyHKuMA 3epKanuposaHua vlian He nogaepkusaerca.
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14 dYHKUMU OAUNATHOCTUKN ®PUSNYECKOIO YPOBHA

14.1 [uazHocmuka medHo20 Kabensa

3anyck TDR-mecma 018 nopma

MIB: riphy.mib
Mcnonb3syemble Tabnuupl: riPhyTestSetType - 1.3.6.1.4.1.89.90.1.1.1.1

snmpset -v2c -c <community> < IP address> \
1.3.6.1.4.1.89.90.1.1.1.1.{ifIndex} 1 2

Mpumep 3anycka tdr gna nopra GigabitEthernet 1/0/12

KomaHpa CLI:
test cable-diagnostics tdr interface GigabitEthernetl/0/12

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.90.1.1.1.1.60 1 2

V : DOna 3anycka tecta tdr-fast ykasatb napamerp i 25.

YmeHue uHgopmayuu rno napam npu mecmuposaHuu memooom TDR

MIB: eltPhy.mib
Ucnonb3syembie Tabnunupli: eltPhyTdrTestTable - 1.3.6.1.4.1.35265.1.23.90.1.1

e Cratyc1 (1-2) napbi:

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265. 1.23.90.1.1.1.2.{ifIndex}

e Cratyc 2 (3-6) napbl:

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265. 1.23.90.1.1.1.3.{1ifIndex}

e Cratyc 3 (4-5) napbl:

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265. 1.23.90.1.1.1.4.{ifIndex}

e Cratyc 4 (7-8) napbi:

snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.35265. 1.23.90.1.1.1.5.{1ifIndex}
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Mpumep npocmoTpa cTaTyca napbl 1 Ha nHTepdelice GigabitEthernet 1/0/12

KomaHaa CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.2.60

v/

BapuaHmesi cmamycos nap:

test-failed (0) — d¢usnueckaa HeucnpasHocTb; NM6O B MOMEHT 3anpoca uger

OVarHoCTUKa INHUK;
ok (1) — napa B nopagkKe;

open (2) — pa3pbiB;

short (3) — KOHTaKTbl Napbl 3aMKHYTbl;

impedance-mismatch (4) — pasHuua B conpotusneHum (caMwkom 6onbluoe 3aTyxaHne

B IMHUMU);

short-with-pair-1(5) — 3ambikaHue mexkay napamu;
short-with-pair-2(6) — sambikaHue mexKay napamu;
short-with-pair-3(7) — sambikaHue mexKay napamu;
short-with-pair-4(8) — 3ambikaHue mexKay napamu.

UsmepeHue 0auHbl nap 019 memoda TDR

MIB: eltPhy.mib

Ucnonb3syembie Tabnuupl: eltPhyTdrTestTable - 1.3.6.1.4.1.35265. 1.23.90.1.1

OnunHa 1 (1-2) napsl:

snmpwalk -v2c -c <community>

1.3.6.1.4.1.35265. 1.23.90.1.

OnunHa 2 (3-6) napsbl:

snmpwalk -v2c -c <community>

1.3.6.1.4.1.35265. 1.23.90.1.

Onunna 3 (4-5) napsbl:

snmpwalk -v2c -c <community>

1.3.6.1.4.1.35265. 1.23.90.1.

OnunHa 4 (7-8) napsbl:

snmpwalk -v2c -c <community>

<IP

address>

.6.{ifIndex}

address>

.7.{ifIndex}

address>

.8.{ifIndex}

address>

1.3.6.1.4.1.35265. 1.23.90.1.1.1.9.{ifIndex}

Mpumep usmepeHua aamHbl napbl 4 ana metoga tdr Ha uHTepdeiice GigabitEthernet 1/0/12

Komanpga CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.9.60
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M3mepeHue 0auHbl Kabeana memoOomM, OCHOBAHHOM HA 3aMyXaHUU

MIB: riphy.mib
Ucnonb3ayembie Tabnuupl: riPhyTestGetResult - 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{ifIndex}.4

Mpumep nsmepeHua anmHbl Kabena Ha nHtepdeiice GigabitEthernet1/0/5

KomaHpa CLI:
show cable-diagnostics cable-length interface GigabitEthernetl/0/5

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.53.4

14.2 fluaczHocMuka onmu4ecKo20 mpaHcusepa

CHamue nokasaHuti DDM

MIB: riphy.mib
Ucnonb3syembie Tabnunupli: riPhyTestGetResult - 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{mHmexc nopra}.{Tun napamerpa}

Mpumep 3anpoca nokasaHunit DDM c untepdeiica GigabitEthernet 1/0/2 (ana scex napameTpos)

KomaHpa CLI:
show fiber-ports optical-transceiver detailed interface GigabitEthernet 1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.50

/ Tun napamempa mMoxcem nNpuHUMame craedyrouue 3Ha4eHus:

riPhyTestTableTransceiverTemp (5) — remnepartypa SFP-TpaHcuBepa;
rIiPhyTestTableTransceiverSupply (6) — HanpseHue NnuUTaHUA B MKB;
riPhyTestTableTxBias (7) — TOK cmeleHnA B MKA;

riPhyTestTableTxOutput (8) — ypoBeHb MOLWHOCTU Ha Nnepegayde B mDbm;
rIPhyTestTableRxOpticalPower (9) — ypoBeHb MOLLHOCTU Ha npueme B mDbm.

[lpocmomp cepuliHo2o Homepa SFP-mpaHcusepa

MIB: eltMes.mib

Ucnonb3syemble Tabnunupl: eltMesPhdTransceiver - 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.{uHOexkc nopTa}
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Mpumep npocmoTpa cepuitHoro Homepa SFP-TpaHcuBepa ¢ uHtepdeiica GigabitEthernet 1/0/2 (gna
BCEeX NapameTpoB)

KomaHaa CLI:
show fiber-ports optical-transceiver interface GigabitEthernet 1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.50
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15 IP SERVICE LEVEL AGREEMENTS (IP SLA)

Co3daHue onepayuu ICMP Echo

MIB: eltlpSlaV2.mib

Ucnonbsyembie Tabaunubi: eltexlpSlaAdminCtrITable
eltexlpSlaAdminlcmpEchoTable - 1.3.6.1.4.1.35265.32.1.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.2.1.1.1.{index of operation} i

\

1.3.6.1.4.1.35265.32.1.2.1.1.2.{index of operation} i {ICMP Echo (1)} \
1.3.6.1.4.1.35265.32.1.2.1.1.7.{index of operation} i {createandGo(4),
delete (6)} \

1.3.6.1.4.1.35265.32.1.2.2.1.1.{index of operation} i {active (1)} \
1.3.6.1.4.1.35265.32.1.2.2.1.2.{index of operation} a {source-IP} \
1.3.6.1.4.1.35265.32.1.2.2.1.3.{index of operation} a {destination-IP} \
1.3.6.1.4.1.35265.32.1.2.2.1.8.{index of operation} i {createandGo(4),
destroy (6) }

Mpumep cosaanua onepauunmn ICMP Echo

1.3.6.1.4.1.35265.32.1.2.1,

{index of operation}

Komanpga CLI:

ip sla operation 1

icmp-echo 192.168.1.3 source-address 192.168.1.30
Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.2.1.1.1.1 i 1 \
1.3.6.1.4.1.35265.32.1.2.1.1.2.1 i 1 \
1.3.6.1.4.1.35265.32.1.2.1.1.7.1 1 4 \
1.3.6.1.4.1.35265.32.1.2.2.1.1.1 1 1 \
1.3.6.1.4.1.35265.32.1.2.2.1.2.1 a 192.168.1.3 \
1.3.6.1.4.1.35265.32.1.2.2.1.3.1 a 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.2.2.1.8.1 1 4

[flobasneHue napamempos onepayuu ICMP Echo

MIB: eltlpSlaV2.mib

Ucnonbsyembie Tabaunubi: eltexlpSlaAdminCtrITable
eltexlpSlaAdminlcmpEchoTable - 1.3.6.1.4.1.35265.32.1.2.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.32.1.2.1,

1.3.6.1.4.1.35265.32.1.2.1.1.1.{index of operation} i {index of operation}
\

1.3.6.1.4.1.35265.32.1.2.2.1.2.{index of operation} a {source-IP} \
1.3.6.1.4.1.35265.32.1.2.2.1.3.{index of operation} a {destination-IP} \
1.3.6.1.4.1.35265.32.1.2.1.1.4.{index of operation} i {value frequency} \
1.3.6.1.4.1.35265.32.1.2.2.1.4.{index of operation} i {IfIndex} \
1.3.6.1.4.1.35265.32.1.2.2.1.5.{index of operation} 1 {value timeout} \
1.3.6.1.4.1.35265.32.1.2.2.1.6.{index of operation} i {payload} \
1.3.6.1.4.1.35265.32.1.2.2.1.7.{index of operation} i {value byte ToS} \
1.3.6.1.4.1.35265.32.1.2.2.1.8.{index of operation} i

{createandGo (4),destroy (6)
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MNpumep ao6asneHuna napamerpos onepauum ICMP Echo

KomaHaa CLI:

ip sla operation 1

ip sla operation 1
icmp-echo 192.168.1.3

Gigabitethernetl/0/1
timeout 500
request-data-size 20
tos 3
frequency 50

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

source-address 192.168.1.30 source-interface

1.3.6.1.4.1.35265.32.1.2.1.1.1.1 i 1 \
1.3.6.1.4.1.35265.32.1.2.2.1.2.1 a 192.168.1.3 \
1.3.6.1.4.1.35265.32.1.2.2.1.3.1 a 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.2.1.1.4.1 1 50 \
1.3.6.1.4.1.35265.32.1.2.2.1.4.1 i 49 \
1.3.6.1.4.1.35265.32.1.2.2.1.5.1 i 500 \
1.3.6.1.4.1.35265.32.1.2.2.1.6.1 1 20 \
1.3.6.1.4.1.35265.32.1.2.2.1.7.1 1 3 \
1.3.6.1.4.1.35265.32.1.2.2.1.8.1 1 4

[Mpocmomp cmamucmuku IP SLA onepayuu ICMP Echo

MIB: eltlpSlaV2.mib

Ucnonb3lyemble Tabauubi: eltexlpSlaStatsicmpEchoTable - 1.3.6.1.4.1.35265.32.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.3.2

Mpumep npocmoTpa CTaTUCTUKK cepBepa ¢ IP-agpecom 192.168.10.2

Komanpga CLI:

show ip sla statistics 1

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.3.2

Co3daHue onepayuu UDP Jitter

MIB: eltlpSlaV2.mib

Ucnonbzyemble Tabnuubi: eltexlpSlaAdminCtriTable
eltexlpSlaAdminlcmpEchoTable - 1.3.6.1.4.1.35265.32.1.2.2

1.3.6.1.4.1.35265.32.1.2.1,

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.32.1.2.1.1.1.{index of operation} i {index of operation}
\

1.3.6.1.4.1.35265.32.1.2.1.1.2.{index of operation} i {UDP Jitter(2)} \
1.3.6.1.4.1.35265.32.1.2.1.1.7.{index of operation} i {createandGo(4),
delete(6)} \

1.3.6.1.4.1.35265.32.1.2.3.1.1.{index of operation} i {index of operation}
\

1.3.6.1.4.1.35265.32.1.2.3.1.2.{index of operation} a {source-IP} \
1.3.6.1.4.1.35265.32.1.2.3.1.3.{index of operation} i {destination port
UDP} \

1.3.6.1.4.1.35265.32.1.2.3.1.4.{index of operation} a {destination-IP} \
1.3.6.1.4.1.35265.32.1.2.3.1.5.{index of operation} i {source port UDP} \
1.3.6.1.4.1.35265.32.1.2.3.1.6.{index of operation} i {ifindex} \
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1.3.6.1.4.1.35265.32.1.2.3.1.7.{index of operation} i {interval} \
1.3.6.1.4.1.35265.32.1.2.3.1.8.{index of operation} i {num-packets} \
1.3.6.1.4.1.35265.32.1.2.3.1.8.{index of operation} i {createandGo(4),
destroy (6) }

Mpumep co3gaHua onepaumm UDP lJitter c uHaeKkcom 2

KomaHaa CLI:

ip sla operation 2

udp-jitter 192.168.1.3 35000 source-address 192.168.1.30 source-port 35000
num-packets 4 interval 200

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.2.1.1.1.2 i 2 \
1.3.6.1.4.1.35265.32.1.2.1.1.2.2 i 2 \
1.3.6.1.4.1.35265.32.1.2.1.1.7.2 1 4 \
1.3.6.1.4.1.35265.32.1.2.3.1.1.2 1 2 \
1.3.6.1.4.1.35265.32.1.2.3.1.2.2 a 192.168.1.3 \
1.3.6.1.4.1.35265.32.1.2.3.1.3.2 i 35000 \
1.3.6.1.4.1.35265.32.1.2.3.1.4.2 a 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.2.3.1.5.2 1 35000 \
1.3.6.1.4.1.35265.32.1.2.3.1.6.2 1 49 \
1.3.6.1.4.1.35265.32.1.2.3.1.7.2 1 200 \
1.3.6.1.4.1.35265.32.1.2.3.1.8.2 i 4 \
1.3.6.1.4.1.35265.32.1.2.3.1.12.2 1 4

PedakmuposaHue napamempos onepayuu UDP Jitter

MIB: eltlpSlaV2.mib

Ucnonbsyembie Tabaunubi: eltexlpSlaAdminCtrITable — 1.3.6.1.4.1.35265.32.1.2.1,
eltexlpSlaAdminUdplitterTable - 1.3.6.1.4.1.35265.32.1.2.3

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.32.1.2.1.1.4.{index of operation} i {seconds between
operations} \

.3.6.1.4.1.35265.32.1.2.1.1.7.{index of operation} i 1 \
.3.6.1.4.1.35265.32.1.2. .1.{index of operation} i {index of operation}

=
w
=

.35265.32.
.35265.32.
.35265.32.
.35265.32.

.9.{index of operation} i {value timeout} \
.10.{index of operation} i {size in bytes} \
.11.{index of operation} 1 {value byte ToS} \
.12.{index of operation} i 1

[l el el e Bl
w w w w
o O O)Y O
BSOS

DN NN
w w w w

e e
e e
e e
e e

MNpumep pepakTuposaHua onepaummn UDP litter c uHngekcom 2

KomaHpa CLI:

ip sla operation 2

udp-jitter 192.168.1.3 35000 source-address 192.168.1.30 source-port 35000
num-packets 4 interval 200

timeout 22

request-data-size 22

tos 3

frequency 10
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.32.1.2.1.1.7.2 1 1 \
1.3.6.1.4.1.35265.32.1.2.1.1.4.2 i 10 \
1.3.6.1.4.1.35265.32.1.2.3.1.1.2 1 2 \
1.3.6.1.4.1.35265.32.1.2.3.1.9.2 1 22 \
1.3.6.1.4.1.35265.32.1.2.3.1.10.2 i 22 \

78

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




JHELTEX

4.1.35265.32.1.2.3.1.11.2 1 3 \
1

1.3.6.1
1.3.6.1.4.1.35265.32.1.2.3.1.12.2 1

[Tpocmomp cmamucmuku IP SLA onepayuu UDP Jitter

MIB: eltlpSlaV2.mib

Ucnonb3ayemble Tabnunupli: eltexlpSlaStatsUdplitterTable - 1.3.6.1.4.1.35265.32.1.3.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.3.3

Mpumep npocmoTpa ctatucTuKu IP SLA

KomaHpa CLI:
show ip sla statistics 2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.3.3

YoaneHue onepayuu ICMP Echo, UDP Jitter

MIB: eltlpSlaV2.mib

Ucnonb3ayemblie Tabnunupl: eltexipSlaAdminlcmpEchoTable —1.3.6.1.4.1.35265.32.1.2.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.32.1.2.{ICMP-Echo(2), UDP Jitter(3)}.1l.{ICMP-Echo(8),

Jitter(12)}.1 i {destroy(6)} \
1.3.6.1.4.1.35265.32.1.2.1.1.7.1 1 {destroy(6)}

Mpumep yganeHus onepauum ICMP Echo c Hgekcom 1

UDP

Komanpga CLI:

no ip sla statistics 1

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.3
1.3.6.1.4.1.35265.32.1.2.2.1.8

1.3.6.1.4.1.35265.32.1.2.1.1.7

0\
116\
.11 6

3anyck onepayuulP SLA

MIB: eltlpSlaV2.mib

Ucnonb3syemble Tabnunupl: eltexlpSlaScheduleStartTrigger - 1.3.6.1.4.1.35265.32.1.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.4.1.0 1 {index of operation}

Mpumep: 3anyck onepauum IP SLA ¢ vHAeKcom 1

Komanpga CLI:
set ip sla start 1

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.4.1.0 1 1
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OcmaHosKa onepayuu IP SLA

MIB: eltlpSlaV2.mib

Ucnonb3yemble Tabnuubl: eltexlpSlaScheduleStopTrigger - 1.3.6.1.4.1.35265.32.1.4.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.4.2.0 1 {index of operation}

Mpumep octaHoBKU onepauumm IP SLA ¢ MHAeKcom 1

KomaHpa CLI:
set ip sla start 1

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.4.2.0 1 1

Cmamyc onepayuu IP SLA

MIB: eltlpSlaV2.mib

Mcnonb3syemble Tabnunupl: eltexipSlaAdminCtriTable - 1.3.6.1.4.1.35265.32.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.2.1.1.3.{index of operation}

Mpumep npocmoTpa cratyca onepauun IP SLA c nHaekcom 1

KomaHpa CLI:

show ip sla statistics 1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.2.1.1.3.1

7 Bo3moicHble sapuaHmol:

active (1)
inactive (2)

[Mpocmomp pe3ynbmama nocaedHel omnpasku ICMP-nakema

MIB: eltlpSlaV2.mib

Ucnonb3syemble Tabnunupl: eltexlipSlaStatsicmpEchoTable - 1.3.6.1.4.1.35265.32.1.3.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.3.2.1.2{index of operation}

Mpumep npocmoTpa pesynbrata nocaeaHeii ornpasku ICMP-nakerta B onepauum ¢ MHAeKcom 1

KomaHpa CLI:
show ip sla statistics 1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.3.2.1.2.1
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/ Bo3moiHble sapuaHmei:

ycnewHo (1)
He ycnelHo (2)

lpocmomp pe3ynbmama nocaedHeli omnpasku UDP-nakema

MIB: eltlpSlaV2.mib

Ucnonb3ayemblie Tabnuupl: eltexlpSlaStatsUdplitterTable - 1.3.6.1.4.1.35265.32.1.3.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.32.1.3.3.1.2{index of operation}

Mpumep npocmoTpa pe3yabTata nocnegHen ornpasku UDP-nakeTa B onepauum ¢ uHaeKcom 2

KomaHpa CLI:

show ip sla statistics 2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.32.1.3.3.1.2.2

)| Bo3moscHble sapuaHmel:

ycnewHo (1)
He ycnewHo (2)
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16 SNEKTPONUTAHUE NO NTUHUAM ETHERNET (POE)

Mpocmomp nompebasemoli/HoMuHanbHoU MowHocmu PoE

MIB: rfc3621.mib

Ucnonb3ayemblie Tabnunupl: pethMainPseEntry - 1.3.6.1.2.1.105.1.3.1.1
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.2.1.105.1.3.1.1.{nominal(2), consumed(4)}.{unit}

Mpumep npocmoTpa NoTpebasemoit MOLLHOCTU

KomaHpa CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

[lpocmomp nokasaHul memnepamypHo20 0amyuka PoE

MIB: rIPoe.mib

Ucnonb3zyemble Tabauubi: rlPethPowerPseTemperatureSensor - 1.3.6.1.4.1.89.108.3.1.6
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.108.3.1.6.{unit}

Mpumep NpocMmoTpa NOKasaHUt TeMNepaTypPHOro AaTumnKa

Komanpa CLI:

show power inline

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.3.1.6.1

[pocmomp aumuma mowjHocmu Ha uHmepgelice PoE

MIB: rIPoe.mib

Ucnonb3syemblie Tabnunupl: ripethPsePortOperPowerlLimit - 1.3.6.1.4.1.89.108.1.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.9.{unit}.{ifindex}

Mpumep npocmoTpa AMMUTa MOLLHOCTM Ha UHTepdeiice GigabitEthernet1/0/2

Komanpga CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.9.1.50
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[pocmomp 3HaYeHUsa mowHocmu Ha uHmepgelice PoE

MIB: rfc3621.mib

Ucnonb3ayemble Tabnnupl: pethPsePortActualPower - 1.3.6.1.2.1.105.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.15.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUYEHUA MOLLHOCTU Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.15.1.50

[Mpocmomp 3Ha4yeHUA MoKa Ha uHmepaelice PoE

MIB: rlPoe.mib

Ucnonb3ayemble Tabnunupl: ripethPsePortOutputCurrent - 1.3.6.1.4.1.89.108.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.4.{unit}.{ifindex}

Mpumep npocmoTpa 3HauYeHUA TOKa Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.4.1.50

[Mpocmomp 3Ha4yeHUA HanpaXceHua Ha uHmepgelice POE

MIB: rlPoe.mib

Ucnonb3syemble Tabnunupl: ripethPsePortOutputVoltage - 1.3.6.1.4.1.89.108.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.3.{unit}.{ifindex}

Mpumep npocmoTpa 3HaueHUA HanpAXKeHUA Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.3.1.50
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OmeknroveHue Power over Ethernet Ha nopmy

MIB: rfc3621.mib

Ucnonb3ayembie Tabnunupl: pethPsePortAdminEnable - 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} 1 {auto(l), never(2)}

Mpumep oTknoyeHna PoE Ha nopTy GigabitEthernetl/0/2:

KomaHpa CLI:
interface GigabitEthernetl/0/2
power inline never

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.50 i 2
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17 ®YHKLUMU OBECNEYEHUA BE3ONACHOCTU

17.1 ®yHKyuu obecneyeHusa 3auyumesl NOPMoO8

O2paHuyeHue Konudecmaa MAC-adpecos, usyyaemoix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonb3ayemble Tabnuupl: swifTable - 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i {max mac adresses}

Mpumep orpaHnyenuns 8 20 MAC-agpecos Ha nopt GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.50 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifPortLocklfRangeTable - 1.3.6.1.4.1.89.43.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.6.1.3.1 1 {locked(l), unlocked(2)} \
1.3.6.1.4.1.89.43.6.1.4.1 1 {discard(l), forwardNormal (2),
discardDisable (3), mercrTBMe HAO NakeTOM, HE IOMNABIMM I[10I MpaBujia port
security} \

1.3.6.1.4.1.89.43.6.1.5.1 1 {true(l), false(2). Ing oTmpaBku Tpamnos} \
1.3.6.1.4.1.89.43.6.1.6.1 1 {uacToTa oTnpaBku TpamnorB (cex)} \
1.3.6.1.4.1.89.43.6.1.2.1 x {ifindex B BuUOe OMTOBOM MaCKU}

Mpumep HacTpoiiKku port security ana nntepdeicos GigabitEthernet 1/0/1-2

Komanpga CLI:
interface range GigabitEthernet 1/0/1-2
port security discard trap 30

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.6.1.3.1 1 1 \
1.3.6.1.4.1.89.43.6.1.4.1 1 1 \
1.3.6.1.4.1.89.43.6.1.5.1 1 1 \
1.3.6.1.4.1.89.43.6.1.6.1 1 30 \
1.3.6.1.4.1.89.43.6.1.2.1 x "000000000000CO"

/ MeToauKa pacueta 6UTOBOII MacKu npusegeHa B pasgene «MpunoxeHue A. Metoguka
6uUTOBOI MacKu».
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YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnuupl: swifTable - 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} i {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset (4)}

Mpumep HACTPOMKM peXKMMa OrpaHMYEHUA MO KOAMYeCcTBY M3ydyeHHbiX MAC-agpecosB Ha noprty
GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.50 i 2

[pocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonb3zyemble Tabauubi: swifLockAdminStatus- 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cratyca port security

KomaHpaa CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabamupi: swifAdminLockAction- 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNA port security

Komanpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Tpocmomp MaKcumasabHO 3a0aHHO20 Koauvyecmea MAC-adpecos, usyvyaemoix Ha Ethernet-
nopmax

MIB: rlinterfaces.mib

Ucnonb3syemble Tabnunupl: swifLockMaxMacAddresses- 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep NpocMmoTpa MaKCMMa/IbHO 3aAaHHOro Konndecrsa MAC-agpecos, nsyyaemoix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

Co3z0aHue cmamu4eckol npusasku 8 MAC-mabauue

MIB: Q-BRIDGE-MIB

Ucnonb3ayembie Tabnunupl: dotlqgStaticUnicastTable - 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{vlan id}.{mac address (DEC). Bamurer MAC-azmpeca
pazmensaorcsa Toukammu}.{ifIndex} i {other(l), invalid(2), permanent(3),
deleteOnReset (4), deleteOnTimeout (5) }

Mpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f B vlan 622 k untepdeiicy Gigabitethernet1/0/2 s
pexkume secure (Mo ymoa4aHMIO UCNOJIb3YETCA PEXXUM permanent)

KomaHpa CLI:
mac address-table static 00:22:68:7d:0£f£:3f vlan 622 interface
gigabitethernetl/0/2 secure

KomaHga SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.50 i 1

Mpocmomp MAC-mabnuusi

MIB: Q-BRIDGE-MIB

Ucnonb3syembie Tabnuupl: dotlqTpFdbTable - 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

MNpumep npocmotpa MAC-Tabnuubl

Komanpga CLI:
show mac address-table

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2
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Co30aHuUe cmamuyeckol npusa3Ku 8 arp-mabauye

MIB: RFC1213-MIB
Ucnonb3ayembie Tabnuupl: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{vlan id}.{IP address} x {,MAC address“} \
1.3.6.1.2.1.4.22.1.3.{vlan id}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{vlan id}.{IP address} 1i 4

Mpumep npuBaAsKM ip 192.168.1.21 n MAC aa:bb:cc:dd:ee:ff k vlan 1:

KomaHaa CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \
1.3.6.1.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 1 4

V 1. [Ona ypaneHua npuBAsKu Heobxoaumo B none 1.3.6.1.2.1.4.22.1.4 npucBouTb
¢ 3HauyeHwue.

2. IP-agpec yctpoiictBa u IP-agpec co3paBaemoii CTaTUYeCKOi 3anucu B arp-
Tabnuue A0NXKHbI HAXOAUTLCA B O4HOWU NOACETU.

[pocmomp arp-mabauyei

MiIB: RFC1213-MIB

Ucnonb3ayembie Tabnuupl:  ipNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2,
dotlqTpFdbEntry - 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-rabanuybl

Komanpga CLI:
Show arp

KomaHga SNMP:

snmpwalkset -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalkset -v2c —-c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HauyeHume Tabauubl pNetToMediaPhysAddress otobparkaer IP-agpec u MAC-
- agpec vlan.
2. 3HauyeHue  Tabauubl  dotlqTpFdbEntry —  oTo6bpaxkaer cratyc u

MAEeHTUPUKALMOHHbI HOMep NOPTa, C KOTOPOTO AOCTYMHO YCTPOMUCTBO.
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[epesod nopma 8 pexcum U3oaayuu U 8Hympu 2pynmsl nopmos

MIB: rlprotectedport.mib

Ucnonb3ayembie Tabnunupl: riProtectedPortsTable - 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTPoKM nsonaummn Ha noptax GigabitEthernet 1/0/1 n GigabitEthernet 1/0/2

KomaHpa CLI:
interface range GigabitEthernet 1/0/1-2
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.49 i 2 \
1.3.6.1.4.1.89.132.1.1.1.50 i 2

Hacmpolika omnpasku mpaguka Ha uplink-port

MIB: RADLAN-vlan-MIB

Ucnonb3zyemble Tabaunubi: vianPrivateEdgeStatus - 1.3.6.1.4.1.89.48.37.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.37.1.1.{Ifindex} 1 {ifindex} \
1.3.6.1.4.1.89.48.37.1.2.{Ifindex} 1 {createandGo (4),destroy(6)}

Mpumep HacTpoiiku oTnpaBKku TpaduKa Ha uplink-port

Komanpga CLI:
interface GigabitEthernet 1/0/6
switchport protected GigabitEthernet 1/0/8

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.37.1.1.54 1 56 \
1.3.6.1.4.1.89.48.37.1.2.54 1 4

17.2

KoHmpons npomokona DHCP u onyus 82

BrntoyeHue/sbiknroyeHue DHCP cepsepa Ha Kommymamope

MIB: rildhcp.mib

Ucnonb3syembie Tabnunupl: riDhcpRelaylnterfacelistTable - 1.3.6.1.4.1.89.38.29

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 1 {true(l), false(2)}
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Mpumep BknoueHna DHCP-cepBepa Ha KommyTaTope

KomaHaa CLI:
ip dhcp server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1

BrntoyeHue/sovikntoyeHue dhcp snooping 2n06asa6HO

MIB: rlbridge-security.mib
Ucnonb3ayemble Tabnunupl: rlipDhcpSnoopEnable - 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 1 {enable(l), disable(2)}

Mpumep rnobanbHoro BrkAueHua dhcp snooping

KomaHpa CLI:
ip dhcp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

[Mpocmomp 3anucell mabauys! dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonb3ayembie Tabnunupl: rlipDhcpSnoopEntry - 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Mpumep npocmotpa Tabanupl dhcp snooping

KomaHpa CLI:
Show ip dhcp snooping binding

KomaHaa SNMP:
snmpwalk -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1

Hacmpotika DHCP relay 8 vlan

MIB: rldhcp.mib

Ucnonb3ayemblie Tabnunupi: riDhcpRelaylnterfacelistVlanld1To1024 - 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelaylnterfacelistVlanld1025T02048 - 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelaylnterfacelistVIanld2049To3072 - 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelaylnterfacelistVlanld3073To4094 - 1.3.6.1.4.1.89.38.29.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BumToBas macka}
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MNpumep HacTpoiiku IP DHCP relay enable Ha vian 1

KomaHaa CLI:
interface vlan 1
ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000

Mpumep HacTpoiiku IP DHCP relay enable Ha 1026 vlan

KomaHpa CLI:
interface vlan 1026
ip dhcp relay enable

KomaHaa SNMP :
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

/ Mpumep pacueta 6UTOBOI MACKM MOXKHO NOCMOTPeTb B pasgene «MpunoxeHue A.
MeTtoauka 6MTOBOIT MacKu».

Hacmpolika IP DHCP information option

MIB: rlbridgesecurity.mib

Ucnonb3syembie Tabnuupl: rlipDhcpOpt82insertionEnable - 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 1 {enable(l), disable(2)}

Mpumep

Komanpga CLI:

ip dhcp information option

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 1 1

BkntoyeHue/sbikao4eHue dhep snooping so vian

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnuupl: rlipDhcpSnoopEnableVianTable - 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{vlan id} i {createAndGo(4), destroy(6)}

Mpumep BrkaoueHusa dhcp snooping B vlan 622

KomaHpa CLI:
ip dhcp snooping vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 i 4
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Hacmpolika dosepeHHo20 nopma dhcp

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipDhcpSnoopTrustedPortTable - 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoiKkn gosepeHHOro nHtepdeiica GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
ip dhcp snooping trusted

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.50 1 4

17.3

3awuma IP-adpeca knueHma (IP source Guard)

BK/HO‘—IEHUE/BbIKﬂ.‘O‘-IGHU@ ip source quard 2106as16HO

MIB: rlbridge-security.mib
Ucnonb3zyemble Tabauubi: rlipSourceGuardEnable - 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 1 {enable(l), disable(2)}

Mpumep rnobanbHOro BKAKOYEHUA ip source guard

KomaHpa CLI:

ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co30aHue cmamu4yeckol npussa3Ku ip source quard

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnuupl: rlipDhcpSnoopStaticTable - 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxmemt OamT MAC-ampeca
oTmeyiseTcsa OT Npemsaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{vlan id}.{MAC in DEC. Kaxmemt OamT MAC-ampeca
ormeyiseTcd OT npensnymero Toukor} i {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{v1lan id}.{MAC in DEC. Kaxmem OanT MAC-azmpeca
oTHensgeTCcs OT MNpPemenymero Toukou} 1 {createAndGo (4), destroy(6)}

MNpumep npusaskm MAC agpeca 00:11:22:33:44:55 K IP 192.168.1.34, vlan 622, uHtepdeiicy
GigabitEthernet 1/0/9

Komanpaa CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 GigabitEthernet
1/0/9
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KomaHaa SNMP:

snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
1.3.6.1.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 i 57 \
1.3.6.1.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 1 4

BrntoyeHue/sbikntoyeHue ip source guard Ha nopmy

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipSourceGuardPortTable - 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAoueHUs ip source guard Ha uHTepdeiice GigabitEthernet 1/0/9

KomaHpa CLI:
interface GigabitEthernet 1/0/9
ip source-guard

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.57 1 4

17.4

Koumpone npomokona ARP (ARP Inspection)

BKﬂ,‘O‘-IEHUE/GbIKﬂI'O‘-IEHue arp inspection 2106a716HO

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupi: rlipArplnspectEnable - 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 1 {enable(l), disable (2)}

Mpumep rnobanbHOro BKAOUYEHUA arp inspection

KomaHpa CLI:
ip arp inspection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 i 1

BkrntoueHue/sbikao4yeHue arp inspection 8o vilan

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArpinspectEnableVianTable - 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} 1 {createAndGo(4), destroy(6)}

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 93




JHELTEX

Mpumep BKAOUYEHUA arp inspection B vlan 622

KomaHaa CLI:
ip arp inspection vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 1 4

Hacmpolika 0osepeHHo20 nopma arp inspection

MIB: rlbridge-security.mib
Ucnonb3ayemble Tabnunupl: rlipArplnspectTrustedPortRowStatus - 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoliku poBepeHHOro uHtepdeiica GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
ip arp inspection trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.50 1 4

[MpussasKa ip arp inspection list K vian

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArplnspectAssignedListName - 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep NpuBA3KK AKUCTa C UMeHeMm test K vian 622

Komanpga CLI:
ip arp inspection list assign 100 test

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test

17.5

Mpoeepka NodAUHHOCMU KaueHma Ha ocHoee nopma (802.1x)

BraroyeHue aymeHmugukayuu 802.1X Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonb3ayembie Tabnunupl: dotlxPaeSystemAuthControl - 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c¢ <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 1 1
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Mpumep BKAOYEHUA ayTeHTUPUKauum 802.1X Ha KommyTaTope

KomaHaa CLI:
dotlx system-auth-control

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1

BkawouyeHue nepuodu4veckoll nosmopHoU nposepku nodauHHocmu (nepeaymeHmuguKkayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib
Ucnonb3ayembie Tabnnupi: rldotl1xExtAuthSessionStatsTable - 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAIOYEHMA NEPUOANYECKON NOBTOPHOI NPOBEPKU NOANNHHOCTM KAMEHTa Ha UHTepdelice
Gigabitethernet 1/0/2

Komanga CLI:
interface Gigabitethernet 1/0/2
dotlx reauthentication

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.50 1 1

Hacmpolika pexcumos aymeHmugukayuu 802.1X Ha uHmepgelice.

MIB: draft-ietf-bridge-8021x.mib
Ucnonb3ayembie Tabnunupi: dotlxAuthConfigTable - 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} 1 {force-Unauthorized(l), auto(2), force-
Authorized(3) }

Mpumep HacTpoiku ayteHTUdUKaumm 802.1X B pexkume auto Ha uHTepdeiice Gigabitethernet 1/0/2

Komanpga CLI:
interface gigabitethernet 1/0/2
dotlx port-control auto

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.50 1 2
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YcmaHosKa nepuoda mexody no8MmopHbIMU MposepKamMu nodauHHOCMU

MIB: draft-ietf-bridge-8021x.mib
Ucnonb3syembie Tabanupl: dot1xAuthConfigTable - 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep yctaHoBKM nepuopa B 300 cek mexay NOBTOPHbIMM MpPOBEpPKaMM Ha UHTepdeiice
Gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
dotlx timeout reauth-period 300

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.50 u 300

PaspeweHue Haau4us 00HO020/HECKOAbKUX KAUEeHMOo8 Ha asmopu3osaHHom nopmy 802.1X

MIB: rlinterfaces.mib

Ucnonb3syemble Tabauupbi: swifTable - 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} i {single(l), none(2), multi-sessions(3)}

Mpumep paspeLleHUA HANNUMA HECKONbKUX KAMEHTOB Ha uHTepdeiice Gigabitethernet 1/0/3

Komanpga CLI:
interface Gigabitethernet 1/0/3
dotlx host-mode multi-sessions

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.51 1 3

BkrtoyeHue obpabomku onyuu Tunnel-Private-Group-ID (81) 8 coobweHusax RADIUS-cepsepa
(Ha3HayeHue vian yepes radius server)

MIB: radlan-dot1x-mib.mib

Ucnonb3ayembie Tabnunupi: ridotlxAuthenticationPortTable - 1.3.6.1.4.1.89.95.10.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.2.{ifIndex} i {true(l), false(2)}

Mpumep HazHaueHus vlan uepes radius server Ha uHTepdeiice GigabitEthernet 1/0/3

Komanpga CLI:
interface gigabitethernet 1/0/3
dotlx radius-attributes vlan

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.2.51 i 1
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BrntoyeHue 00Ho20 unau 0syx memodos rnposepKu rnodAUHHOCMU, aemopusayuu u y4yema
(AAA) 04 ucrionb3osaHua Ha UuHmMepaeticax IEEE 802.1x

MIB: rlaaa.mib

Ucnonb3syembie Tabnunupl: rIAAAEapMethodListTable - 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.97.1.1.1.7.{Ydefault” in DEC, xaxmas OyKBa OTIeJIIeTCs OT
clenymolel TOUKOM} {authentication list} \
1.3.6.1.4.1.89.97.1.1.2.7.{“default” in DEC, xaxzmas OyKBa OTIeJIS€eTCS OT
crenymime TOUKOM} {Deny (0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.3.7.{Ydefault” in DEC, xaxmas OyKBa OTIeJIIeTCs OT
cJenymouem TOUKOM } {Deny (0), radius(l), none(2)}
N1.3.6.1.4.1.89.97.1.1.7.7.{%default” in DEC, kaxmasa OyKBa OTHEJII€TCH OT
crnenyomer Toukom} i 1

=)

Mpumep BKkAOUeHUA cnucka RADIUS-cepBepoB ana ayteHTUGMKauum nonb3osarens

KomaHpa CLI:
aaa authentication dotlx default radius none

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \

1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 i 1 \

1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 i 2 \

1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 i 1

V 1. [AnaToro, utobbl BEPHYTHCA K HACTPOIKaM NO YMONYAHUIO, A,0CTaTOYHO 3HaUYEeHUA
nomeHATb Ha deny (0).

2. Default nepesogurca ns ASCIl 8 HEX ¢ nomouwbio Tabnuubl, KOTOPYIO MOXKHO
HaliTh no ccbinke https://ru.wikipedia.org/wiki/ASCII.

JlobasneHue yKa3aHHO20 cepeepa 8 CUCOK Ucnoanb3zyembix RADIUS-cepeepos

MIB: rlaaa.mib
Ucnonb3ayemble Tabnuupl: riIRadiusServerinetTable - 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port
1812} .{default UDP port 1813} x "{ip adress (HEX)}" \
1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port
1812} .{default UDP port 1813} i {ipv4(l), ipv6(2), ipv4z(3)} \
1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC) }.{default UDP port
1812} .{default UDP port 1813} i {default UDP port 1812} \
1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address (DEC) }.{default UDP port
1812} .{default UDP port 1813} i {default UDP port 1813} \
1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port
1812} .{default UDP port 1813} s "#{encoding key}" \
1.3.6.1.4.1.89.80.8.1.13.1.4.{ip address (DEC) }.{default UDP port
1812} .{default UDP port 1813} i {createAndGo(4), destroy(6)}
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Mpumep fo06aBneHUA YKa3aHHOro cepBepa B CNMUCOK ucnonb3yembix RADIUS-cepBepoB

KomaHaa CLI:
radius-server host 192.168.1.10 encrypted key da90833f59be

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.10.1812.1813 x "c0a8010a" \
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.10.1812.1813 1 1 \
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.10.1812.1813 i 1812 \
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.10.1812.1813 i 1813 \
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.10.1812.1813 s "#da90833f5%be™ \
1.3.6.1.4.1.89.80.8.1.13.1.4.192.168.1.10.1812.1813 1 4

BkrroyeHue aymeHmugukayuu, ocHosaHHol Ha MAC-adpecax nose3osamesnel

MIB: radlan-dot1x-mib.mib

Ucnonb3zyemble Tabauubi: rldotlxAuthenticationPortTable - 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} 1 {destroy(l), mac-and-802.1x(2), mac-
only(3)}

Mpumep BKAOYEHMA ayTeHTUPUKaALUU, OCHOBAHHOK ToNbKO Ha MAC-agpecax Ha uHTepdeiice
Gigabitethernet 1/0/3

Komanga CLI:

interface gigabitethernet 1/0/3

dotlx mac-authentication mac-only
KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.51 i 3

PaspeweHue Heasmopu308aHHbLIM 10/1b308aMenam uHmepagelica docmyn 8 2ocmesoll VLAN

MIB: radlan-dot1x-mib.mib

Mcnonb3syembie Tabnunupl: rldot1xExtAuthSessionStatsTable — 1.3.6.1.4.1.89.95.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.5.0 x {ifindex B Bume OMTOBOX MacCKMu}

Mpumep paspelieHUa HeaBTOPM3OBaAHHbLIM MNoJsb3oBaTenam uHTepdeiica GigabitEthernet 1/0/2
poctyn B roctesoii VLAN

Komanpga CLI:
interface gigabitethernetl1l/0/2
dotlx guest-vlan enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.5.0 x 00000000000040
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17.6 MexaHu3m ob6HapyxceHua nemens (loopback-detection)

[nobanbHoe sKkaroyeHue loopback-detection

MIB: rllbd.mib

Ucnonb3syembie Tabnuupli: riLbdEnable - 1.3.6.1.4.1.89.127.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 1 {true(l), false(2)}

Mpumep rnobanbHoro BrkAo4YeHUn loopback-detection

KomaHpa CLI:
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1

UsmeHeHUe uHmepsana loopback-detection

MIB: rllbd.mib

Ucnonb3zyemble Tabauupbi: rlLbdDetectioninterval 1.3.6.1.4.1.89.127.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I {seconds 1-60}

Mpumep nameHeHua nHtepsana loopback-¢ppeitmos Ha 23 cekyHAbI

Komanpga CLI:
loopback-detection interval 23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 i 23

UsmeHeHUe pexcuma pabomei loopback-detection:

MIB: rllbd.mib

Ucnonb3ayembie Tabnunupli: riLbdMode - 1.3.6.1.4.1.89.127.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 i {source-mac-addr(l),base-mac-addr(2), multicast-
mac—-addr (3) ,broadcast-mac-addr (4)}

Mpumep nsmeHeHua pexkuma pabotbl loopback-detection Ha source-mac-addr

Komanpga CLI:
loopback-detection mode src-mac-addr

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 1 1
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BknroyeHue/omksnoveHue loopback-detection Ha uHmepgelicax

MIB: rllbd.mib

Ucnonbayembie Tabnunupli: riLbdPortAdminStatus - 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}

Mpumep skaoueHun loopback-detection Ha uHTepdeiice TengigabitEthernet1/0/2

KomaHpa CLI:
interface TengigabitEthernetl/0/2
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.106 1 1

[Mpocmomp paboyez2o cocmoaHusa loopback-detection Ha uHmepgelice

MIB: rllbd.mib

Ucnonb3syembie Tabnuupl: riLbdPortOperStatus - 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.ifindex

Mpumep npocmotpa coctossHua loopback-detection Ha nHTepdeiice GigabitEthernet1/0/2

Komanpga CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.50

/ Mpu ncnonb3oBaHMM shmp KOmaHAapbl: 1 — cocTtosiHue inactive, 2— cocTtosHue active, 3—
coctoaHue loopdetected.

[Mpocmomp 3a6s0KuposaHHbix VLAN 8 pexcume vian-based

MIB: rllbd.mib

Mcnonb3ayembie Tabnunupl: eltMesLdb - 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{vlan}
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Mpumep npocmoTtpa coctoaHua vlan 2 Ha nopTy GigabitEthernet1/0/2

KomaHaa CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.50.2

V Bo3amoxKHble coctoaHuaA: 1 — active, 2 — blocked .

17.7 KoHmponb wupokosewamenbHo20 wmopma (storm-control)

BkarouyeHue Storm-control 0s8 broadcast mpaguka

MIB: radlan-stormctrl-mib.mib

Ucnonb3zyemble Tabauubi: rlIStormCtriBroadcastEnable - 1.3.6.1.4.1.89.77.8.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.8.1.6.{ifIndex} i {true(l), false(2)}

Mpumep BKAoueHus storm-control ana broadcast Tpadpuka Ha uHtepdeiice GigabitEthernetl/0/1

Komanpga CLI:
interface GigabitEthernetl/0/1
storm-control broadcast enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.8.1.6.49 1 1

Hacmpolika storm-control 0aa unknown-unicast-mpaguka (do sepcuu 2.5.46/1.1.46
B8KAOYUMeEs1bHO)

MIB: RADLAN-STORMCTRL-MIB

Ucnonb3ayembie Tabanupli: riIStormCtrIMulticastEnable — 1.3.6.1.4.1.89.77.8.1.8
rIStormCtrlUnknownUnicastEnable - 1.3.6.1.4.1.89.77.8.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.8.1.2.{ifIndex} i {true(l),false (2)}

Mpumep yctaHoBKKM unknown-unicast Tpaduka Ha uHtepdeiice GigabitEthernetl/0/1

KomaHpa CLI:
interface GigabitEthernetl/0/1
storm-control include-unknown-unicast

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.8.1.2.49 1 1
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Hacmpolika nepesoda nopma 8 errdisable-cocmogaHue npu cpabamesisaHuu storm-control

MIB: ELTEX-MES-STORMCTRL-MIB
Ucnonb3ayembie Tabnnupi: eltStormCtriConfigTable - 1.3.6.1.4.1.35265.1.23.77.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.77.1.1.2.1.2.{ifindex}.1 i {createandGo(2),
delete (1)}

Mpumep HacTpoiikK nepeBoga nopta B errdisable-cocroaHue npu cpabatbiBaHuM storm-control

KomaHpa CLI:
interface GigabitEthernetl/0/1
storm-control broadcast shutdown

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.77.1.1.2.1.2.49.1 1 2

« ' PaboTtaeT TonbKo ana broadcast-rpaduka.

Hacmpolika yposHsa oepaHu4eHuUsa mpaguka (HayuHas ¢ sepculi 2.5.47/1.1.47)

MIB: radlan-stormctrl-mib.mib

Ucnonb3zyemble Tabauubl: rIStormCtrlBroadcastRate - 1.3.6.1.4.1.89.77.8.1.7

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.77.8.1.{unknown-unicast(3), broadcast(7),
multicast(9)}.{ifIndex} u {kbps}

Mpumep yctaHoBKM ypoBHA kbps gna broadcast-tpadpuka Ha nutepdeiice GigabitEthernet1/0/1

Komanpga CLI:
interface GigabitEthernetl/0/1
storm-control broadcast level kbps 1500

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.8.1.7.49 u 1500

V Do Bsepcun 2.5.46/1.1.46 BKawouutenbHo nmmutbl ana unknown-unicast-, broadcast-,
multicast-tpaduka 6b1n1 06WwUMHK.

Hacmpolika Storm-control 0na multicast-mpaguka Ha uHmepgelice (Ha4yuHasa ¢ eepcull

2.5.47/1.1.47)

MIB: radlan-stormctrl-mib.mib

Ucnonb3ayembie Tabanupi: riStormCtrIMulticastEnable - 1.3.6.1.4.1.89.77.8.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.8.1.8.{ifIndex} i {true(l)false (2)}
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Mpumep BKAloueHUa storm-control ana multicast-Tpadpuka Ha nHtepdeliice GigabitEthernetl/0/1

KomaHaa CLI:
interface GigabitEthernetl/0/1
storm-control multicast enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.8.1.8.49 i 1

Hacmpolika Storm-control unknown-unicast Ha uHmepgelice (HayuHas ¢ eepcuu

2.5.47/1.1.47)

MIB: radlan-stormctrl-mib.mib

Ucnonb3ayembie Tabnunupl: riIStormCtrlUnknownUnicastEnable - 1.3.6.1.4.1.89.77.8.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.8.1.2.{1ifIndex} i 1

Mpumep BKAoueHUna storm-control ana multicast Ha nHTepdeiice GigabitEthernet1/0/1

KomaHpa CLI:
interface GigabitEthernet 1/0/1
storm-control unknown-unicast enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.8.1.2.49 1 1
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18 KOH®UTYPUPOBAHME IP U MAC ACL (CMUCKU KOHTPONA AOCTYNA)

Co30aHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonb3ayemble Tabnunupl: rlQosAclTable - 1.3.6.1.4.1.89.88.7

n et -v2c -c <community> <IP address> \

P 2

1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.

(2) 1\
89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy (6

w w w 3

set

.6.1.4.
.6.1.4.
.6.1.4.

e

2)
)}

Mpumep co3panua IP ACL ¢c uHaekcom 107

KomaHpa CLI:
ip access-1list extended 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.107 s "7-ip" \
1.3.6.1.4.1.89.88.7.1.3.107 1 2 \
1.3.6.1.4.1.89.88.7.1.4.107 i 4

V MNpumep HanonHeHua ACL npaBunamm nogpo6bHo paccmoTtpeH B pasgene «lMpunoxeHue
b. Mpumep coszpgaHua tTunosoro IP ACL».

lMpuesaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Mcnonb3ayembie Tabnunupl: rlQosifAclin - 1.3.6.1.4.1.89.88.13.1.14, rlQoslfPolicyMapStatus —
1.3.6.1.4.1.89.88.13.1.13

nmpset -c -v2c <community> <IP address> \
.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 i {Index-of-acl} \
3.6.1.

.1.89.88.13.1.13.{ifIndex}.2 1 1

P

R0

S
6.
6.

Mpumep Ha3HaueHuA npaBuaa c uHgekcom 107 (HassaHue ACL 7-ip) Ha nopT GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
service—acl input 7-ip

KomaHga SNMP:

snmpset -c private -v2c 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ana ypaneHna ACL c nopta aocTtatouHo uHagekc ACL 3ameHuTb Ha 0.

snmpset -c -v2c private 192.168.1.30.1.3.6.1.4.1.89.88.13.1.14.50.2i 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1
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[Tpusaszka IP u MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3ayembie Tabnuupl: rlQosifAclin - 1.3.6.1.4.1.89.88.13.1.14, rlQoslflpv6Aclin -
1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20, rlQoslfPolicyMapStatus —
1.3.6.1.4.1.89.88.13.1.13

snmpset -c -v2c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 i {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 1 {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep Ha3HauyeHUa npasuna ¢ uHgekcom 107 u 207 (HasBaHue ACL 7-ip gna IP ACL u 7-mac gns
MAC ACL) Ha nopT GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-mac 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 207 \
3.6.1.4.1.89.88.13.1.20.50.2 1 107 \
3.6.

1.
1. 1.4.1.89.88.13.1.13.50.2 1 1

V Ana ypanenmna ACL c nopTa aocratouHo uHaekc IP n MAC ACL 3ameHuTb Ha 0.
- snmpset -c -v2c private 192.168.1.30 \

1.3.6.1.4.1.89.88.13.1.14.50.2i 0 \

1.3.6.1.4.1.89.88.13.1.20.50.2i 0\

1.3.6.1.4.1.89.88.13.1.13.50.2i 1

Co30aHue policy-map u npusasKka K Hemy ACL

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubi: rlQosClassMapTable - 1.3.6.1.4.1.89.88.9, rlQosPolicyMapTable -
1.3.6.1.4.1.89.88.11, rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39,rlQosPolicerTable -
1.3.6.1.4.1.89.88.10

Cxema: cosaaHme policy-map npoBoAMUTCA B HECKO/IbKO 3aMpoCoB.

1. Cosgaem class v HasHauaem emy cBOMCTBA

~

n et -v2c -c <community> <IP address>
.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \

.1.89.88.9.1.3.{index-of-class} i {matchAll (1)} \

P

R0

mpset
.3.6.1.4
.3.6.1.4

o

9.88.9.1.7.{index-of-class} 1 {index-of-acl} \
9.88.9.1.9.{index-of-class} i {Mark vlan disable (1),

.3.6.
.3.6.
ble

6

2

0]

n FA
. .1.89.88.9.1.13.{index-of-class} 1 {create and

o0 (4),destroy(6)}

3 1.4.1.8
3 1.4.1.8
a (2)
3 1.4

Y

Q

2. Cospaem policy-map n BKAoYaem ero

snmpset -v2c -c <community> <IP address> \
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1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \
1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} 1 {create and
go(4) ,destroy (6)}

3. MpusnasbiBaem class-map K policy-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.20 1 {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 {index-of-policy-map}

4. Cos3pgaem orpaHuYyeHne CKopocTun ans class-map

snmpset -v2c —-c <community> <IP address> \

1.3.6.1.4.1.89.88.10.1.2.{index-of-class} s {Policer-cm-20} \
1.3.6.1.4.1.89.88.10.1.3.{index-of-class} 1 {single(l), aggregate(2)} \
1.3.6.1.4.1.89.88.10.1.4.{index-of-class} 1 {rate} \
1.3.6.1.4.1.89.88.10.1.5.{index-of-class} i {burst} \
1.3.6.1.4.1.89.88.10.1.6.{index-of-class} 1 {none(l), drop(2), remark(3)} \
1.3.6.1.4.1.89.88.10.1.8.{index-of-class} i {create and go(4),destroy(6)}

5. TlpuBa3sbiBaeM orpaHnUYeHne CKopocTu K class-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3agaem 3HauyeHune meTkM TpaduKky DSCP n/unm cos, yKasbiBaem BbIXOAHYIO oYepeab

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.5.1.1.{index-of-class}.{setDSCP(3), setQueue(4),
setCos (5)} 1 {setDSCP(3), setQueue(4), setCos(5)} \
1.3.6.1.4.1.35265.1.23.88.5.1.2.{index-of-class}.{setDSCP(3), setQueue(4),
setCos (5)} i {Mark value of DSCP/queue/cos (DEC)} \
1.3.6.1.4.1.35265.1.23.88.5.1.3.{index-of-class}.{setDSCP(3), setQueue(4),
setCos (5)} i {createAndGo(4), destroy(6)}

Mpumep: IP ACL c index-of-acl=107 npusaAsbiBaeTca K class-map ¢ umeHem test u BbicTaBnsAetca
meTka DSCP=36(DEC) Tpaduka, nognaswero nog IP ACL. Class test npusasbiBaetca K policy-map c
nmeHem testl

KomaHpaa CLI:
gos advanced
ip access-list extended 7-ip
permit ip any any any any
exit
class-map test
match access-group 7-ip
exit
policy-map testl
class test
set dscp 36
set cos 4
set queue 3
police 97000 524288 exceed-action drop
exit
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.9.1.2.20 s "test™ \
1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 i 107 \
1.3.6.1.4.1.89.88.9.1.9.20 i 1 \
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1.3.6.1.4.1.89.88.9.1.13.20 i 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 1 20 \1.3.6.1.4.1.89.88.39.1.3.1.20 i 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 i 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 1 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.3 1 3 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.3 1 36 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.5 1 5 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.5 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.5 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.4 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.4 1 3 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.4 1 4

HaszHayeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3ayembie Tabaunupi: rlQoslfPolicyMapPointerin - 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep HazHaueHus policy-map ¢ uHaekcom 1 Ha nopt GigabitEthernet 1/0/3 (Ifindex 51)

Komanpga CLI:
interface GigabitEthernet 1/0/3
service-policy input testl

KomaHaa SNMP:
snmpset -c private -v2c 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.51.2 1 1
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[Mpocmomp cyem4uKo8 Nnakemos, nornasuiux nod deny ip/mac acl c nomemekol log-input

MIB: gosclimib.mib

Ucnonb3ayembie Tabnuupl: rlQosDenyAceStatisticsTable - 1.3.6.1.4.1.89.88.42

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.42

Mpumep NpocmoTpa cYETUMKOB NakeToB anA uHTepdeiica GigabitEthernet 1/0/12 kommyTaTopa

MES3124

KomaHpa CLI:
show interfaces access-lists counters GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.42.60

Co3daHue mac access-list (ACL)

MIB: gosclimib.mib

Ucnonb3zyemble Tabauubi: rlQosAciTable - 1.3.6.1.4.1.89.88.7

nmpset -v2c -c <community> <IP address> \
.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip

(2) 1 N\
.4.1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy (6

R R0
ww W
o o o
b e

2)
)}

Mpumep co3panua IP ACL ¢ uHaekcom 207

Komanpga CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 i 4

Co30aHue npasusna 8 MAC ACL Ha ocHose EtherType

MIB: qosclimib.mib

Ucnonbsyemble Tabnuupbl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpoBoAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuna

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noynsa 1} i {mac-src(10), mac-dest(11l),
vlan(12)} \
1.3.6.1.4.1.89.88.5.1.4.{3nauenue nossg 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{38aueHue nona 1} i {3HaueHuMe B Tabiuie nopTa IJsd
nporokojyia = 0. KoHcTaHTa mjg 2TOro IpaBmiaal \
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.6.1.4.1.89.88.5.1.2. {3Hauenne nosig 2} i {ether-type(17)} \
.6.1.4.1.89.88.5.1.3.{3Hauenre nonsa 2} 1 {ether-type (DEC)} \
.6.1.4.1.89.88.5.1.4.{3Hauenue nonsa 2} x {HyseBoe mnoje - KOHCTaHTAa}

e e
ww w

2. MNpwueasKa npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} 1 {permit (1)} \
.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {mac(5)} \
.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nossa 1}

N = N =

.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3HaueHue nousa 2}

MNpumep aobasneHuna npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL
7-mac (T.K. npegnonaraeTca, YTo NPaBuao nepeoe no cuety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 10 1.3.6.1.4.1.89.88.5.1.4.1 x
"0x001£fc68bc68a000000000000™ \

1.3.6.1.4.1.89.88.5.1.3.1 1 0 1.3.6.1.4.1.89.88.5.1.2.2 1 17 \

1.3.6.1.4.1.89.88.5.1.3.2 1 2054 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 OO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.9.207.20 1 2
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19 KOH®UT'YPALIUA 3ALLUTDBI OT DOS-ATAK

BrnaroueHue security-suite

MIB: riISecuritySuiteMib

Ucnonb3syemblie Tabnunupl: rlSecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.1.0 i {enable-global-rules-only (1),
enable-all-rules-types (2), disable (3)}

Mpumep BKAOUEHUA KNacca KOMaHp, security-suite ana scex npasun

KomaHaa CLI:
security-suite enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2
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20 KAYECTBO OBC/TYUBAHUA QOS

20.1 Hacmpoiika QoS

O2paHuyeHue ucxodaweli ckopocmu Ha Ethernet-nopmax

MIB: gosclimib.mib

Ucnonb3ayembie Tabnuupli: rlQosifPolicyEntry - 1.3.6.1.4.1.89.88.13.1

nmpset -v2c -c <community> <IP address> \
4.1.89.88.13.1.6.{ifindex mopra}.2 i {l-disable, 2-enable} \
1.89.88.13.1.7.{ifindex nopral.2 1 {traffic-shape} \

S

1.3.6.1.
1.3.6.1.
1.3.6.1.4.1.89.88.13.1.8.{ifindex mopra}.2 i {Burst size in bytes}

4.
4.

Mpumep orpaHuyeHUA UcxoaALein CKOPOCTM Ha NOPTY A0 3HaYeHua 20M6ut/c

Komanga CLI:
traffic-shape 20480 500000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.49.2 i 2 \
1.4.1.89.88.13.1.7.49.2 i 20480 \
1.4.1.89.88.13.1.8.49.2 i 500000

1.3.6.
1.3.6.

O2paHuyeHue sxodgujel ckopocmu Ha Ethernet-nopmax

MIB: gosclimib.mib

Mcnonb3syembie Tabnuupli: rlQosifPolicyEntry - 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.17.{ifIndex}.2 i {disable(l), enable(2)} \
1.3.6.1.4.1.89.88.13.1.18.{ifIndex}.2 i {rate-limit}
N1.3.6.1.4.1.89.88.13.1.19.{ifIndex}.2 i {Burst}

Mpumep orpaHuueHus exogAlLeli cKopoctu Ha uHtepdeliice GigabitEthernet 1/0/1 ao 3HaueHus
10M6ut/c

KomaHpa CLI:
interface GigabitEthernet 1/0/1
rate-limit 10240 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.17.49.2 1 2 \
1.3.6.1.4.1.89.88.13.1.18.49.2 1 10240 \
1.3.6.1.4.1.89.88.13.1.19.49.2 i 500000
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Co30aHue npoghuna qos tail-drop u pacwupeHue deckpunmopos 019 oyepeoel

MIB: eltQosTailDropMIB.mib

Ucnonb3ayemble Tabnunupl: eltQosTailDropProfileQueueTable - 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.{nHomep npodbuna (1-4)}. {Homep ouepenu (l-
8)} i {size (0-400)}

Mpumep co3pgaHuna npodpuna qos tail-drop

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 400

V 1. Yr06bl BEpHYTbCA K HACTPOiIiKam N0 YMO/IYaHUIO, AOCTAaTOYHO YCTAHOBUTb
3HayeHue pasHbim 12 ana KommyTtatopos cepun MES2000. ina KommyTaTopos
cepun MES3000 n MES5000 3HayeHMe No ymoa4yaHuio pasHo 18.

2. [Ona kommytatopos cepuii MES3000, MES5000 Homep ouepeau usmeHAeTcAa oT
1 po 8.

3. Ana kommyTtatopos cepuii MES1000, MES2000 Homep oyepeaun U3MeHsAeTCA OT
1p04.

YcmaHo8Ka pasmepa nakemyo20 pasoensemoao nyaa 044 nopma

MIB: eltQosTailDropMIB.mib

Ucnonb3syembie Tabnunupl: eltQosTailDropProfileTable - 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{snomep npodbuna (1-4)} i {size (0-400)}

Mpumep ycTaHOBKM pa3mepa NaKETHOro pasAenaemoro nyna gnsa nopra

KomaHpa CLI:
gos tail-drop profile 2
port-limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 i 400

/ YT06bl BepHYTbCA K HACTPOIKam NO YMOYAHUIO, A0CTaTOYHO YCTAHOBUTb 3HAYeHue
paBHbIm 44,

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 i 44
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HasHayeHue co30aHH020 npogusaa Ha UHmepagelic

MIB: eltQosTailDropMIB.mib

Ucnonb3ayemblie Tabanupl: eltQosTailDroplfConfigTable - 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c¢ <community> <IP address>
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{Ifindex} i {HoMep mnpodbmna (1-4)}

Mpumep Ha3HaueHuA co3gaHHoro npodunsa Ha nHtepdeiic GigabitEthernet 1/0/1

KomaHpa CLI:
interface GigabitEthernet 1/0/1
gos tail-drop profile 2

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.49 i 2

[Mlpocmomp omobpaxceHusa 21060a1b6HbIX AUMUMO8, 0ecKpurnmopos, bygepos

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonbayembie Tabnunupli: eltQosTailDropConfigTable - 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep npocmoTpa oTobpakeHUa rno6anbHbIX IMMUTOB, AECKPUNTOPOB, 6ydepoB

Komanpga CLI:
show gos tail-drop

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

lpocmomp mabauuysbl 8618000 MeKyWUX anaq0Uupo8aHHbIX pecypcos qos (numumos,
deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonb3ayembie Tabnnupi: eltQosTailDropStatusTable - 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep npocmoTpa TabauLbl BbIBOAA TEKYLLMX annopUpoBaHHbIX PECYPCOB (OS

Komanpga CLI:
show gos tail-drop

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1
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[Tlepemapkuposka DSCP e COS

MIB: eltQosclimib.mib

Ucnonbayembie Tabnunupli: eltQosCos - 1.3.6.1.4.1.35265.1.23.88.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.6.1.2.{meTxka DSCP} i {merxa COS}

Mpumep HacTpoiiku nepemapknpoBkn DSCP 30 B meTKy 5 COS

KomaHpa CLI:
gos map dscp-cos 30 to 5

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.6.1.2.30 1 5

20.2 CmamucmuKa QoS

[Mpocmomp Tail drop-cdemyuka QoS-cmamucmuku

MIB: gosclimib.mib

Ucnonb3ayembie Tabnuupl: rlQosOutQueueStatisticsCounterTailDropValue
1.3.6.1.4.1.89.88.35.4.1.10.1 anAa 1 cyuetumka n 1.3.6.1.4.1.89.88.35.4.1.10.2 anAa 2 cyeT4mnKa

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.35.4.1.10.{somep tail drop cueruwmxa}

Mpumep HacTpoiikn QOS-CTaTUCTUKKM Ha 8 oudepedb uHTepdeiica GigabitEthernet 1/0/1 v Ha 5
ouepeab nHtepdeiica GigabitEthernet 1/0/2

Komanpga CLI:
qos statistics queues 1 8 all GigabitEthernet 1/0/1
gos statistics queues 2 5 all GigabitEthernet 1/0/2

KonnuecTso tail drop-nakeTos B 8 ouepeaun nHtepdeiica GigabitEthernet 1/0/1:
show gos statistics

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.10.1

KonnuecTso tail drop-nakeTos B 5 ouepeaun uHtepodeiica GigabitEthernet 1/0/2:

Komanpga CLI:
show gos statistics

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.10.2
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Mpocmomp Total packets-cuem4yuka QoS-cmamucmuku

MIB: gosclimib.mib

Ucnonb3yemble Tabauubi: rlQosOutQueueStatisticsCounterAllValue —
1.3.6.1.4.1.89.88.35.4.1.11.1 gnAa 1 cyetumka 1 1.3.6.1.4.1.89.88.35.4.1.11.2 gnAa 2 cyeTumKa

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.35.4.1.11.{nomep total packets cuerumka}

Mpumep HacTpoiikn QOS cTaTUCTUKA Ha 8 ouepepb uHTepdelica GigabitEthernet 1/0/1 u Ha 5
ouepeab nHtepdeiica GigabitEthernet 1/0/2

KomaHpa CLI:
qos statistics queues 1 8 all GigabitEthernet 1/0/1
gos statistics queues 2 5 all GigabitEthernet 1/0/2

KonnuecTBo nepeaaHHbIX NakeTos B 8 ouepean nHtepdeica GigabitEthernet 1/0/1:
show gos statistics

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.11.1

KonnuecTBo nepeaHHbIX NakeTos B 5 ouepean nHtepdeica GigabitEthernet 1/0/2:

Komanga CLI:

show gos statistics

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.35.4.1.11.2
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21 MAPLWIPYTUSALMUA

21.1 CmamuyecKaa mapwpymusayus

[Mpocmomp mabauubl Mapwpymu3ayuu

MIB: IP-FORWARD-MIB

Ucnonb3syembie Tabnuupl: ipCidrRouteTable - 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep npocmoTpa Tabanubl MapLupyTusaumum

KomaHpa CLI:

show ip route

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mapupymos

MIB: rlip.mib

Ucnonbsyemble Tabnnupi: rlipStaticRouteTable - 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep ana MES3124

Komanpga CLI:

show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

21.2 J[luHamuyecKaa mapwpymusayusa

[Mpocmomp cocedcmaa OSPF

MIB: rlip.mib

Ucnonb3ayembie Tabnunupi: rlOspfNbrTable - 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11
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Mpumep ana MES3124

KomaHaa CLI:
show ip ospf neighbor

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11

V : Ha kommyTtaTtopax cepuit MES1000/MES2000 OSPF annapaTHO He NogAepKUBaerca.
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NPUNOXEHMUE A. METOAUKA PACYETA BUTOBON MACKU

BuUTOBbIE MACKM coCTOAT U3 128 6alT (LWecTHaguaTepUYHbIX pa3psaaos Bcero 256).
Kaxablit pa3pag obosHayaeT YeTtbipe VLAN/nopta. Mo Homepy VLAN/nopTta onpeaenserca Hy»Hoe
none.

lpumep 1
3anucaTb 6MTOBYIO MacKy Ansa UHTepdeiicos GigabitEthernet 1/0/20-21:

—  pna 1G nnHtepodeiicos ifindex HaumHaeTca ¢ 49;
— ananopra gil/0/20 ifindex paseH 68, ans gil/0/21 - 69.

OnpeaeneHne HoMmepa paspsaa:

68/4=17 69/4=17,25 (Kaxapliin pa3psag otsedaet 3a 4 ifindex. NMpu genenun ifindex Ha 4 gna
onpeaeneHuns Ne paspaga Ana 3anucK, NoNy4eHHoe 3HaYeHUe OKpyraseTcs B 60NbLIYIO CTOPOHY).

Ecnmn Ham Hy»kHbl nopTbl gi0/20-21 (ifindex 68,69), To OHWM A0AXHbI 6bITb 3anmcaHbl B 17 n 18
nosne.

B ABouyHOM nocnepoBaTesibHOCTM 17 none 6yaer 3anucaHo ciaeaylowmm obpasom 0001
(nocnegHas 1 — 68 nHaekc). Nepesoamum B HEX, nonyyaem 1.

B ABouyHOM nocnegoBaTesibHOCTM 18 none byger 3anucaHo ciaeayowmm obpasom 1000
(nepBas 1 — 69 nnaekc). Nepesoaum B HEX, nonyyaem 8.

UToro B butoBoit macke byaet 16 Hynein, 1, 8: 000000000000000018.

lpumep 2
3anucatb butoByto macky ans vlan 622, 3100.

—  622/4=155,5 (Kaxkabin 0 otBeyaet 3a 4 vlan. Mpu geneHun vlan Ha 4 gna onpegeneHus
Ne nons Ansa 3anucu oKpyrneHue Bcerga UaeT BBepx).
Ecnu Ham HyXeH vlan 622, To oH gonxKeH 6biTb 3anucaH B 156 none.
B ABouuHOM nocnegoBaTtenbHOCTM 156 none 6yaeT 3anucaHo cneayowmm obpasom:
0100 (BTopas 1 — 622 vlan). Nepesoanm B HEX, nonyyaem 4.
WNToro B butoBoM macke 6yaet 155 Hyneii u 4:
00000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000
00000000000000000004

— 3100/4=775
TpebyeTcAa NPUHATL BO BHUMAHKE, YTO ANs yKasaHua Homepa VLAN 6epyTca Tabanupl
rldot1gPortVlanStaticEgressList1t01024
rldotlqPortVlanStaticEgressList1025t02048
rldotlqPortVlanStaticEgressList2049t03072
rldotlqPortVlanStaticEgressList3073t04094
Tak Kak Haw vlan nonagaet 8 4 Tabauuy, To 775-256*3=7.
Vlan 3100 6yaet 3anucaH B 7 none gaHHOM Tabaunubl.
B agBouuyHOM nocnenoBatenbHOCTM 7 nosne HyaeT 3anucaHo ciegyowym obpasom:
0001 (nocnegHas 1 — 3100 vlan). Mepesoaum B HEX, nonyyaem 1.
WNToro B BuToBOM Macke byaeT 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b. MPUMEP CO3JAHUA TUMOBOTO IP ACL

B AaHHOM MpPUIOXKEHMM paccMOTpeH npumep HanonHeHua IP ACL c index-of-acl = 107 npasunamu
BMAaA:

ip access-list extended 7-ip

deny udp any bootps any bootpc

permit igmp any any

deny ip any any any 224.0.0.0 15.255.255.255

permit ip any any 37.193.119.7 0.0.0.0 any

permit ip any any 10.130.8.3 0.0.0.0 any

permit ip any any 192.168.0.0 0.0.0.15 any

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any

exit

Co30aHue npasuna deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonbsyemblie Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl npasuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noysa 1} 1 {protocol (1)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nona 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nonsa 1} i {3HaueHume B Tabiule nopra Iajs
nporokojyia = 0. KoHcTaHTa mJjig ®TOTro npaBmiaal \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nonga 2} 1 {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nonsa 2} i {Number of source port (DEC)}
\
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojysg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojyg 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue noyga 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonsa 3} x {dst ip (HEX) }
2. MpuBAaska npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHMe MNOJA
13\

1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHMe nosuda
31\

1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} i {3HaueHMe MNOJA
2}

MNpumep ao6asneHunsa npasuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npegnonaraercs,
4TO NpaBuKNO NepBoe No cyety, To index-of-rule=20)

KomaHpa CLI:

ip access-list extended 7-ip
deny udp any bootps any bootpc
exit
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KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
1.3.6.1.4.1.89.88.5.1.4.1 x "0Ox11l FF" \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00™ \
1.3.6.1.4.1.89.88.5.1.2.3 1 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 oO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.107.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.107.20 i 3
Co30aHue npasusaa permit igmp any any

MIB: gosclimib.mib

Ucnonbsyemblie Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -

1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoANUTCA B ABa 3anpoca.

1. 3apatoTcA napameTpbl NpaBuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nonsa 4} i {protocol (1)} \
1.3.6.1.4.1.89.88.5.1.4.{3nauenue nonsa 4} x {protocol index (HEX) }

2. MpwuBesasKa npasuaa no nHgekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nosug

w w W

— e

Mpumep gobasneHna npasuna permit igmp any any 8 IP ACL 7-ip (T.K. npegnonaraerca, YTo NpaBuio
BTOpOe no cuety, To index-of-rule=40)

KomaHpa CLI:

ip access-list extended 7-ip
permit igmp any any

exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.40 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.40 1 8 \
1.3.6.1.4.1.89.88.31.1.5.107.40 1 4
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Co30aHue npasunaa deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib

Ucnonbsyemble Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasunaa NpoBoAUTCA B ABa 3anpoca.

1. 3apgatoTca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nosusa 5} i {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonas 5} x {dst ip +wildcard mask (HEX)}

2. [Mpwusnaska npasuaa no uHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny (2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHMe nosuda
S5}

Npumep pobasneHusa npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeAanonaraeTcs, YTo NPaBUIO TpeTbe Nno cuyety, To index-of-rule=60)

KomaHpa CLI:

ip access-1list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.5.1.2.5 1 3 1.3.6.1.4.1.89.88.5.1.4.5 x "0xE0 00 00 00 OF
FF FF FF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.60 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.60 1 1 \
1.3.6.1.4.1.89.88.31.1.5.107.60 1 5

Co30aHue npasuna permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyembie Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasnia NPoBOANTCA B ABa 3anpoca.

1. 3apgatoTca napameTpbl NpasuAa.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojya 6} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3HaueHue noja 6} x {source ip +wildcard mask
(HEX) }
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2. Mpwusnaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHMe nojuda
6}

Npumep pobaeneHnsa npasuna permit ip any any 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K.
npepnonaraerca, YTo NpaBuIo YeTsepToe no cuyety, To index-of-rule=80)

KomaHaa CLI:

ip access-list extended 7-ip

permit ip any any 37.193.119.7 0.0.0.0 any
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.5.1.2.6 i 2 1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00
00 00 OO"

snmpset -v2c -c private 192.168.
1.3.6.1.4.1.89.88.31.1.3.107.80
1.3.6.1.4.1.89.88.31.1.4.107.80
1.3.6.1.4.1.89.88.31.1.6.107.80

(R

Co30aHue npasuna permit ip any any 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbayembie Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBOoANTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojysg 7} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nona 7} x {source ip +wildcard mask
(HEX) }

2. [Mpwusnaska npasuaa no nHaekcy (index-of-rule) k ACL no uHaekcy (index-of-acl) kak permit
snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHMe nojuda
7}

Mpumep pobasneHua npasuna permit ip any any 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K.
npepnonaraerca, YTo Npasuao NAToe no cuety, To index-of-rule=100)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip any any 10.130.8.3 0.0.0.0 any
exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
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.1.4.1.89.88.5.1.2.7 i 2 \

.1.4.1.89.88.5.1.4.7 x "Ox0A 82 08 03 00 00 00 OO"
et —VZC -c private 192.168.1.30 \
1.
1.
1.

w W

nmp
.1.4.1.89.88.31.1.3.107.100 1 1 \
.1.4.1.89.88.31.1.4.107.100 1 1 \
.1.4.1.89.88.31.1.6.107.100 1 7

I N ) B
ww w3
Ao oo

Co30aHue npasuaa permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

Ucnonbsyembie Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoAUTCA B ABa 3anpoca.

1. 3apgatotca napameTpbl Npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojysa 8} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nona 8} x {source ip +wildcard mask
(HEX) }

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHMe MOJHA
8}

Mpumep pobasneHunsa npasuna permit ip any any 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K.
npeAnonaraerca, YTo NPaBuAO LIEeCToe No cyeTy, To index-of-rule=120)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip any any 192.168.0.0 0.0.0.15 any
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.5.1.2.8 i 2 1.3.6.1.4.1.89.88.5.1.4.8 x "0xCO A8 00 00 00
00 00 OF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1. 4 1.89.88.31.1.3.107.120 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.120 i 1 \
1.3.6.1.4.1.89.88.31.1.6.107.120 1 8

Co30aHue npasuaa permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0
any

MIB: qosclimib.mib

Ucnonbsyembie Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31
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Cxema: cosgaHue npasunaa NPoBOAUTCA B ABa 3anpoca.

1. 3apgatotca napameTpobl Npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noss 9} i {ip-source(2)} \

1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonas 9} x {source ip +wildcard mask
(HEX) } \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nong 10} 1 {mac-src(10)} \

1.3.6.1.4.1.89.88.5.1.4. {3nauenue nong 10} x {source mac +wildcard mask
(HEX) }

2. [MpwuBsaska npaBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHMe MNOJA

=

91 \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3HaueHuMe nosuda
10}

MNpumep pobaBneHns npasuna permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7
0.0.0.0 any B IP ACL 7-ip (T.K. npegnonaraeTcs, 4To Npasuno ceabmoe no cyety, To index-of-rule =
140)

KomaHpa CLI:

ip access-1list extended 7-ip

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.9 1 2 \

1.3.6.1.4.1.89.88.5.1.4.9 x "0x25 C1 77 07 00 00 00 00" \
1.3.6.1.4.1.89.88.5.1.2.10 1 10 1.3.6.1.4.1.89.88.5.1.4.10 x
"0x001916151416000000000000™

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.5.107.140 i 9 \
1.3.6.1.4.1.89.88.31.1.6.107.140 1 10

Co30aHue npasuaa permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any

MIB: gosclimib.mib

Ucnonbsyembie Tabnuupl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NnpoBoAUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuaa

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenmre noysa 11} 1 {mac-dest (11)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenmue nong 11} x {dst mac +wildcard mask
(HEX) }
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2. [Mpusnaska npasuaa no nHaekcy (index-of-rule) k ACL no uHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHMe nosuda
11}

MNpumep aobasneHuna npasuna permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any B IP ACL 7-ip
(T.K. npegnonaraerca, 4To NPaBUIO BOCbMoe Mo cyeTy, To index-of-rule=160)

KomaHaa CLI:

ip access-1list extended 7-ip

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.11 1 11 1.3.6.1.4.1.89.88.5.1.4.11 x
"0x01000c000000000000f££ELE™

nmpset -v2c -c private 192.168.1.30 \
.6.1.4.1.89.88.31.1.3.107.160 1 1 \
.6.1.4.1.89.88.31.1.4.107.160 1 1 \
.6.1.4.

S
1
1
1 1.89.88.31.1.5.107.160 i 11

w W w
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NMPUNOXKEHUE B. NPUMEP CO3AAHUA, HANONHEHUA U YOANTEHUA OFFSET-
LIST C MPUBA3KOM K MAC ACL

B 4aHHOM NPUNOXKEHUN PACCMOTPEH NPUMepP co3aaHma U HanoaHeHna MAC ACL c index-of-acl = 207

npasuiamum enaa:

mac access-list extended 7-mac
offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonb3syemble Tabauubi: rlQosAclTable —1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.3.6.1.4.

(2) 1 \
1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy (6

2)
)}

Mpumep co3panHmna MAC ACL c uupekcom 207

Komanga CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 i 4

Co30aHue offset-list

MIB: qgosclimib.mib

Ucnonbsyemble Tabnuubi:  rlQosOffsetTable - 1.3.6.1.4.1.89.88.4, eltMesQosCliMib -
1.3.6.1.4.1.35265.1.23.88

Mpumep cosaanus offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07:
CosaaHue npasuia NpoM3BOAMTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuaa

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.89.88.4.1.2.{3HaueHue noja 1 B offset-list} i {layer2-start(2)
- yKas3aHue 3aroJIoOBKa IaKeTa WM OTIEJIbHHEX [1apaMeTpOoB 3arojioBKa} \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue nona 1 B offset-list} 1 {I[IOPAOKOBEIML HOMED
farira B 3arojioBxke} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenue nondgd 1 B offset-list} 1 {WildcardMask B
Barire B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenue noynsa 1 B offset-list} i {3HaueHme OamrTa C
yueroM WildcardMask B DEC} \
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1.3.6.1.4.1.89.88.4.1.7.{3Hauenve noja 1 B offset-1list} i {createAndGo (4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nons 2 B offset-list} 1 {layer2-start(2)
- ykas3aHMe 3aroJIoBKa [aKeTa MM OTHEJIbHHX [IapaMeTpOoB 3arojioBkal} \
1.3.6.1.4.1.89.88.4.1.3.{38auenue nona 2 B offset-list} 1 {I[IOpAOKOBEIL HOMEDP

fanTa B 3arojoBke} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenue nong 2 B offset-list} i {WildcardMask B
Bamre B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenue nong 2 B offset-list} 1 {3HaueHume 6HBamra C

yueroM WildcardMask B DEC} \
1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojsa 2 B offset-list} i {createAndGo(4),
destroy(6) }

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nons 3 B offset-1list} 1 {layer2-start(2)
- yKas3aHue 3aroJIoOBKa IaKeTa MM OTIEJIbHHX [IapaMeTpOoB 3aroJjioBKa} \
1.3.6.1.4.1.89.88.4.1.3.{38auenue nojna 3 B offset-list} 1 {I[IOpAOKOBEIL HOMEDP
fariTa B 3arojioBKe} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenue nondg 3 B offset-list} 1 {WildcardMask B
Bamre B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenre nojsa 3 B offset-list} i {3Hauenume OamrTa C
yueroM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenre nojsa 3 B offset-list} i {createAndGo (4),
destroy (6) }

2. Mpusaska offset-list no Ha3BaHuMIo K MHAeKcy ACL (index-of-acl)

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.1.1.1.{index-of-acl}. {KomnuecTtBo OYKB B HA3BAHUU
offset-1list}.{HasBauue offset-list in DEC, xaxmas OyKBa Ha3BaHUSA OTIOeJISeTCSH
or caenyomelr Toukoi} 1 {index-of-acl} \
1.3.6.1.4.1.35265.1.23.88.1.1.3.{index-of-acl}. {KomnuecrBo OYKB B HA3BAHUU
offset-list}.{Haspauue offset-list in DEC, kaxmad OykBa Has3BaHMA OTIeJIgeTCHd
OT cienywmer Toukoi} 1 {3Hauenme noyg 1 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.4.{index-of-acl}. {KomnuuecTBOo OYKB B HA3BAHUU
offset-1list}.{HasBauume offset-list in DEC, xaxmas OyKBa Ha3BaHUSA OTIeJISeTCSH
OT ciemnywmer Toukoi} 1 {3Hauenme nojyg 2 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.5.{index-of-acl}. {KomnuecTBo OYKB B HA3BAHUU
offset-1list}.{Haspauue offset-list in DEC, kaxmad OykBa Has3BaHMA OTIeJIgeTCHd
oT cienyomel Toukoi} 1 {3HaueHme nosg 3 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.8.{index-of-acl}. {KomnuuecTBo OYKB B HaA3BAHUU
offset-list}.{Haspauue offset-list in DEC, kaxmad OykBa HasBaHMA OTIeJIgeTCHd
oT cregnywmer Toukoi} i {createAndGo (4), destroy(6)}

Mpumep pobasneHna npasuna deny udp any bootps any bootpc B MAC ACL 7-mac (T.K.
npepnonaraerca, YTo Npasuao nepsBoe no cyety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

offset-1ist PADO 12 12 00 88 12 13 00 63 12 15 00 07
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.4.1.2.1 1 2 \
1.3.6.1.4.1.89.88.4.1.3.1 1 12 \
1.3.6.1.4.1.89.88.4.1.4.1 1 0 \
1.3.6.1.4.1.89.88.4.1.5.1 1 136 \
1.3.6.1.4.1.89.88.4.1.7.1 1 4 \
1.3.6.1.4.1.89.88.4.1.2.2 1 2 \
1.3.6.1.4.1.89.88.4.1.3.2 1 13 \
1.3.6.1.4.1.89.88.4.1.4.2 1 0 \
1.3.6.1.4.1.89.88.4.1.5.2 1 99 \
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1.3.6.1.4.1.89.88.4.1.7.2 1 4 \
1.3.6.1.4.1.89.88.4.1.2.3 1 2 \
1.3.6.1.4.1.89.88.4.1.3.3 i 15 \
1.3.6.1.4.1.89.88.4.1.4.3 i 0 \
1.3.6.1.4.1.89.88.4.1.5.3 1 7 \
1.3.6.1.4.1.89.88.4.1.7.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.1.1.1.207.4.80.65.68.79 1 207 \
1.3.6.1.4.1.35265.1.23.88.1.1.3.207.4.80.65.68.79 i 1 \
1.3.6.1.4.1.35265.1.23.88.1.1.4.207.4.80.65.68.79 1 2 \
1.3.6.1.4.1.35265.1.23.88.1.1.5.207.4.80.65.68.79 1 3 \
1.3.6.1.4.1.35265.1.23.88.1.1.8.207.4.80.65.68.79 1 4

V‘ HassaHue offset-list nepesogurca us ASCIl 8 HEX ¢ nomouwbto Tabauubl, KOTOpylo
MOXHO HaiiTh no ccbinke https://ru.wikipedia.org/wiki/ASCII

Co30aHue npasusa deny any any offset-list PADO

MIB: gosclimib.mib

Ucnonbsyemble Tabaumubl: rlQosTupleTable - 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable -
1.3.6.1.4.1.89.88.31

Co3paHue npaBu/ia NPOBOAUTCA B ABa 3anpoca:

1. 3apatoTca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noyxsa 1 B ACL} 1 {general(15)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noysa 2 B ACL} 1 {general (15)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noysa 2 B ACL} 1 {general (15)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne noyga 1 B ACL} i {3HauenHme noyg 1 B
offset-1list} \

1.3.6.1.4.1.89.88.5.1.3.{3Hauenne noyg 2 B ACL} 1 {3HaueHmMe nojg 2 B
offset-1ist} \

1.3.6.1.4.1.89.88.5.1.3.{3Hauenne noya 3 B ACL} i {3HaueHme nojysg 3 B
offset-1list} \

1.3.6.1.4.1.89.88.5.1.5.{3Hauenne noyiga 1 B ACL} i {createAndGo (4),
destroy (6)} \

1.3.6.1.4.1.89.88.5.1.5. {3Hauenne noyg 2 B ACL} i {createAndGo (4),
destroy(6)} \

1.3.6.1.4.1.89.88.5.1.5.{3Hauenne noya 3 B ACL} i {createAndGo (4),
destroy (6) }

2. [Mpwuesa3ska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak deny

snmpset -v2c -c <community> <IP address> \
.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \
.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {mac(5)} \
.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHme nong 1
ACL} \

.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} i {3HaueHue noysa 2
ACL} \

.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHme nouga 3
ACL}

o
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Mpumep pob6asnenna npasuna deny any any offset-list PADO B MAC ACL 7-mac (T.Kk.
npeanonaraerca, YTo Npasuao nepsoe No cyety, To index-of-rule=20)

KomaHaa CLI:

mac access-list extended 7-mac
deny any any offset-list PADO
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 15 \
1.3.6.1.4.1.89.88.5.1.2.2 1 15 \
1.3.6.1.4.1.89.88.5.1.2.3 1 15 \
1.3.6.1.4.1.89.88.5.1.3.1 i 1 \
1.3.6.1.4.1.89.88.5.1.3.2 i 2 \
1.3.6.1.4.1.89.88.5.1.3.3 i 3 \
1.3.6.1.4.1.89.88.5.1.5.1 1 4 \
1.3.6.1.4.1.89.88.5.1.5.2 1 4 \
1.3.6.1.4.1.89.88.5.1.5.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.6.207.20 i 2 \
1.3.6.1.4.1.89.88.31.1.7.207.20 i 3
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TEXHUYECKAA NOAOAOEPXKKA

Ona  nonyyeHMa TEXHUMYECKOM KOHCY/NbTaUMWM MO BOMpPOCaM 3KchayaTauuMuM 060pynoBaHUSA
000 «MpeanpusTtne «3/ITEKC» Bbl MorKkeTe 06patuTbest B CepBUCHbIN LEHTP KOMNaHUK:

dopma obpaTHoI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odunumnanbHoM caitTe KoMnaHUKM Bbl MOXKeTe HaTU TEXHUYECKYIO AOKYMEHTAUMIO M NpOorpammHoe
obecneyenne ans npoaykumm OO0 «Mpeanpusatue «IJITEKC», obpatntbcs K 6ase 3HAHWMA, OCTaBUTb
WHTEPAKTUBHYIO 3asBKY WM MPOKOHCYNbTUPOBATLCA Y MHKeHepoB CepBUMCHOMO LEHTPa Ha TEXHUYECKOM

dopyme.

OduumanbHbI caiT KomnaHuu: https://eltex-co.ru/

TexHunueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads
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